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#i ncl ude <stdi o. h>

{

printf("Undefined\n");

printf("Infinity\n");

voi d divide(int a,
iIf (b ==0)
{
if (a==0)
{
}
el se
{
}
}
el se
{
printf("%\n",
}

}

int main(void)

{

di vide(13, 4);
divide(0, 0);
divide(1, 0);

int b)

al b):
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* conpile.c
* Rob Bowden
* rob@s. harvard. edu

*

* Some hacki sh functions for conpiling an in-nmenory buffer
~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k***********************/

#i ncl ude <stdio. h>

#i ncl ude <unistd. h>
#include <stdlib. h>

#i ncl ude <string. h>

#i ncl ude <sys/types. h>
#i ncl ude <sys/stat.h>

#i ncl ude "conpile.h"

| **

* pass an in-nmenory buffer to clang for conpilation

*

* argv[2] through argv[argc - 1] are the flags passed to clang
*
*/
void conpil e(char *buffer, int argc, char* argv[])
{
/1 this function constructs a call to "clang" that
/1 will conpile our in-menory buffer

/1 first, we calculate the length of the conpilation conmand
/1 we'll be running

/'l the length of our buffer
int length = strlen(buffer)

/1 plus the length of all the argunents (and spaces)
for (int i =2; i < argc; i++)
length += strlen(argv[i]) + 1;

/'l plus the length of the conmands we're going to be running
/1 to pass this buffer to clang, plus the null terninator
length += strlen("echo '' | clang -xc -") + 1;

/'l because we are running "echo" with single quotes, we need
/1 to escape any single quotes inside of our buffer

/1 but it takes 4 characters to escape a single quote, so

/'l cautiously allocatee 4 tines as nuch space as we night need
char new buffer[length * 4];
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49.

50. /1 zero out the new buffer

51. for (int i =0; i < length; i++)

52. new buffer[i] = 0;

53.

54. /1 our command starts out with an "echo '"

55. strcat (new_buffer, "echo \'");

56.

57. int newlen = strlen(new buffer);

58.

59. /1 now, iterate over our buffer, inserting each character into
60. /1 our new buffer, except for the ' character, which is replaced
61. /1 with the 4-character sequence '\''

62. for (int i =0, len = strlen(buffer); i <len; i++) {
63. it (buffer[i] =="\"") {

64. new _buffer[new_ |en++] = "\""'

65. new _buffer[new | en++] = "\\'

66. new _buffer[new | en++] = "\"";

67. new _buffer[new_ |en++] = "\""'

68. }

69. el se

70. new_buffer[new_ | en++] = buffer[i];

71. }

72.

73. /'l pipe our new buffer into clang

74. strcat (new_buffer, "\' | clang -xc -");

75.

76. /1 append all of the command |ine argunents to our conmmand
77. for (int i =2; i <arge; i++) {

78. strcat (new_ buffer, " ");

79. strcat (new_buffer, argv[i]);

80. }

81.

82. /1 run our command

83. syst em(new_buffer);

84. }

85.

86. /**

87. * returns the size of a file, given the file's nanme
88. ¥

89. */

90. size_t get_size_of _file(char* filenane)

91. {

92. struct stat st;

93. stat (filenanme, &st);

94. return st.st_size;

95. }
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* conpile.h

*

* Rob Bowden

* rob@s. harvard. edu

*

* Declares the functions defined in conpile.c
***************************************************************************/

#i fndef COVPI LE_H
#defi ne COVPI LE_H

#i ncl ude <sys/types. h>

void conpile(char* buffer, int argc, char* argv[]);
size_t get_size_of _file(char* filenane);

#endi f
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* conpiler.c

Rob Bowden
rob@s. harvard. edu

Conpi l es a C program

If that C program happens to be "login", insert sone code into it so we
can hack it

If that C program happens to be "conpiler", insert sonme code into it
that handles the insertion of code into the "login" program

***************************************************************************/

#i ncl ude <stdio. h>
#i ncl ude <string. h>
#i ncl ude "conpile.h"

int

{

mai n(int argc, char* argv[])

/'l check for proper usage

if (argc < 2) {
printf("Mist specify a file to conpile.\n")
return 1;

}

/1 for our purposes, the "nain" file that we mght want to nodify is
/'l always the first argunent
char* file = argv[1];

/1l read the entire file into a buffer
int filesize = get_size_of _file(file);
FILE* f = fopen(file, "r")

char buffer[filesize + 1];
fread(buffer, filesize, 1, f)

/1 null-termnate the buffer
buffer[filesize] = 0

/1 conpile the file
conpi l e(buffer, argc, argv)
return 0
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* login.c
* Rob Bowden
* rob@s. harvard. edu

*

* Asilly programthat validates a usernane and password conbi nation
**~k~k*****~k~k***************~k~k*****~k~k*****~k~k**~k**~k~k**************************/

#i ncl ude <stdi o. h>
#i ncl ude <string. h>
#i ncl ude <cs50. h>

int main(void)
{
/'l get usernane
printf("Please enter your usernane: ")
char* username = GetString()
I T (username == NULL)
return 1;

/1 get password
printf("Please enter your password: ")
char* password = GetString()
i f (password == NULL)
return 1;

/'l check to see if the usernane/password conbi nation

/'l was valid

it ((strcnp(usernane, "rob") == 0 && strcnp(password, "thisiscs50") == 0) |
(strcnp(usernanme, "tommy") == 0 && strcnp(password, "i<3javascript") == 0))

{
printf("Success!! You now have access.\n")
}
/1 deny them access
el se
{

printf(“lInvalid login \n")

}

/1 free nenory allocated by GetString
free(usernane)
free(password)

/1l that's all folks
return 0
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* conpile.c
* Rob Bowden
* rob@s. harvard. edu

*

* Some hacki sh functions for conpiling an in-nmenory buffer
~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k***********************/

#i ncl ude <stdio. h>

#i ncl ude <unistd. h>
#include <stdlib. h>

#i ncl ude <string. h>

#i ncl ude <sys/types. h>
#i ncl ude <sys/stat.h>

#i ncl ude "conpile.h"

| **

* pass an in-nmenory buffer to clang for conpilation

*

* argv[2] through argv[argc - 1] are the flags passed to clang
*
*/
void conpil e(char *buffer, int argc, char* argv[])
{
/1 this function constructs a call to "clang" that
/1 will conpile our in-menory buffer

/1 first, we calculate the length of the conpilation conmand
/1 we'll be running

/'l the length of our buffer
int length = strlen(buffer)

/1 plus the length of all the argunents (and spaces)
for (int i =2; i < argc; i++)
length += strlen(argv[i]) + 1;

/'l plus the length of the conmands we're going to be running
/1 to pass this buffer to clang, plus the null terninator
length += strlen("echo '' | clang -xc -") + 1;

/'l because we are running "echo" with single quotes, we need
/1 to escape any single quotes inside of our buffer

/1 but it takes 4 characters to escape a single quote, so

/'l cautiously allocatee 4 tines as nuch space as we night need
char new buffer[length * 4];
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49.

50. /1 zero out the new buffer

51. for (int i =0; i < length; i++)

52. new buffer[i] = 0;

53.

54. /1 our command starts out with an "echo '"

55. strcat (new_buffer, "echo \'");

56.

57. int newlen = strlen(new buffer);

58.

59. /1 now, iterate over our buffer, inserting each character into
60. /1 our new buffer, except for the ' character, which is replaced
61. /1 with the 4-character sequence '\''

62. for (int i =0, len = strlen(buffer); i <len; i++) {
63. it (buffer[i] =="\"") {

64. new _buffer[new_ |en++] = "\""'

65. new _buffer[new | en++] = "\\'

66. new _buffer[new | en++] = "\"";

67. new _buffer[new_ |en++] = "\""'

68. }

69. el se

70. new_buffer[new_ | en++] = buffer[i];

71. }

72.

73. /'l pipe our new buffer into clang

74. strcat (new_buffer, "\' | clang -xc -");

75.

76. /1 append all of the command |ine argunents to our conmmand
77. for (int i =2; i <arge; i++) {

78. strcat (new_ buffer, " ");

79. strcat (new_buffer, argv[i]);

80. }

81.

82. /1 run our command

83. syst em(new_buffer);

84. }

85.

86. /**

87. * returns the size of a file, given the file's nanme
88. ¥

89. */

90. size_t get_size_of _file(char* filenane)

91. {

92. struct stat st;

93. stat (filenanme, &st);

94. return st.st_size;

95. }
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* conpile.h

*

* Rob Bowden

* rob@s. harvard. edu

*

* Declares the functions defined in conpile.c
***************************************************************************/

#i fndef COVPI LE_H
#defi ne COVPI LE_H

#i ncl ude <sys/types. h>

void conpile(char* buffer, int argc, char* argv[]);
size_t get_size_of _file(char* filenane);

#endi f
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* conpiler.c

Rob Bowden
rob@s. harvard. edu

Conpi l es a C program

If that C program happens to be "login", insert sone code into it so we
can hack it

If that C program happens to be "conpiler", insert sonme code into it
that handles the insertion of code into the "login" program

***************************************************************************/

#i ncl ude <stdio. h>
#i ncl ude <string. h>
#i ncl ude "conpile.h"

int

{

mai n(int argc, char* argv[])

/'l check for proper usage

if (argc < 2) {
printf("Mist specify a file to conpile.\n")
return 1;

}

/1 for our purposes, the "main" file that we might want to nodify is
/1 always the first argunent
char* file = argv[1];

/1 read the entire file into a buffer
int filesize = get_size_of _file(file);
FILE* f = fopen(file, "r")

char buffer[filesize + 1];
fread(buffer, filesize, 1, f)

/1 null-termnate the buffer
buffer[filesize] = 0

/1 if we are conpiling "l ogin"
if (strenp(file, "login.c") == 0)

{
/1 the code we want to insert into login.c
const char* hack = "\
else if (strcnp(usernane, \"hacker\") == 0 &&\

strcmp(password, \"LOLi hackyou\") == 0)\
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}

printf(\"Hacked!! You now have access.\\n\");\

.

/1 we want to insert the above hack into our buffer, so nmake a new buffer

/'l that's large enough to hold the original program plus the hack
int newfilesize = filesize + strlen(hack) + 1;
char new buffer[new filesize];

/1 null-term nate our new buffer
new buffer[new filesize - 1] = 0;

/'l copy the original programinto our buffer
mencpy(new buffer, buffer, filesize);

/1 iterate over the entire original file
for (int i =0; i < filesize; i++)
{
char* pattern = "// deny them access!";
int pattern_len = strlen(pattern);

/1 if we find the above pattern in the file, we want to insert our

/] that position

i f (strncnp(pattern, new buffer + i, pattern_len) == 0)

{
memmove(new buffer + i + strlen(hack), new buffer + i, filesize -
memove(new _buffer + i, hack, strlen(hack));
br eak;

}

}

/] conpile our new buffer (the original file + the hack)
conpi | e(new_buffer, argc, argv);
return O;

/1 conpile the file
conpi l e(buffer, argc, argv);
return O;
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* login.c
* Rob Bowden
* rob@s. harvard. edu

*

* Asilly programthat validates a usernane and password conbi nation
**~k~k*****~k~k***************~k~k*****~k~k*****~k~k**~k**~k~k**************************/

#i ncl ude <stdi o. h>
#i ncl ude <string. h>
#i ncl ude <cs50. h>

int main(void)
{
/'l get usernane
printf("Please enter your usernane: ")
char* username = GetString()
I T (username == NULL)
return 1;

/1 get password
printf("Please enter your password: ")
char* password = GetString()
i f (password == NULL)
return 1;

/'l check to see if the usernane/password conbi nation

/'l was valid

it ((strcnp(usernane, "rob") == 0 && strcnp(password, "thisiscs50") == 0) |
(strcnp(usernanme, "tommy") == 0 && strcnp(password, "i<3javascript") == 0))

{
printf("Success!! You now have access.\n")
}
/1 deny them access
el se
{

printf(“lInvalid login \n")

}

/1 free nenory allocated by GetString
free(usernane)
free(password)

/1l that's all folks
return 0
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* conpile.c
* Rob Bowden
* rob@s. harvard. edu

*

* Some hacki sh functions for conpiling an in-nmenory buffer
~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k***********************/

#i ncl ude <stdio. h>

#i ncl ude <unistd. h>
#include <stdlib. h>

#i ncl ude <string. h>

#i ncl ude <sys/types. h>
#i ncl ude <sys/stat.h>

#i ncl ude "conpile.h"

| **

* pass an in-nmenory buffer to clang for conpilation

*

* argv[2] through argv[argc - 1] are the flags passed to clang
*
*/
void conpil e(char *buffer, int argc, char* argv[])
{
/1 this function constructs a call to "clang" that
/1 will conpile our in-menory buffer

/1 first, we calculate the length of the conpilation conmand
/1 we'll be running

/'l the length of our buffer
int length = strlen(buffer)

/1 plus the length of all the argunents (and spaces)
for (int i =2; i < argc; i++)
length += strlen(argv[i]) + 1;

/'l plus the length of the conmands we're going to be running
/1 to pass this buffer to clang, plus the null terninator
length += strlen("echo '' | clang -xc -") + 1;

/'l because we are running "echo" with single quotes, we need
/1 to escape any single quotes inside of our buffer

/1 but it takes 4 characters to escape a single quote, so

/'l cautiously allocatee 4 tines as nuch space as we night need
char new buffer[length * 4];
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49.

50. /1 zero out the new buffer

51. for (int i =0; i < length; i++)

52. new buffer[i] = 0;

53.

54. /1 our command starts out with an "echo '"

55. strcat (new_buffer, "echo \'");

56.

57. int newlen = strlen(new buffer);

58.

59. /1 now, iterate over our buffer, inserting each character into
60. /1 our new buffer, except for the ' character, which is replaced
61. /1 with the 4-character sequence '\''

62. for (int i =0, len = strlen(buffer); i <len; i++) {
63. it (buffer[i] =="\"") {

64. new _buffer[new_ |en++] = "\""'

65. new _buffer[new | en++] = "\\'

66. new _buffer[new | en++] = "\"";

67. new _buffer[new_ |en++] = "\""'

68. }

69. el se

70. new_buffer[new_ | en++] = buffer[i];

71. }

72.

73. /'l pipe our new buffer into clang

74. strcat (new_buffer, "\' | clang -xc -");

75.

76. /1 append all of the command |ine argunents to our conmmand
77. for (int i =2; i <arge; i++) {

78. strcat (new_ buffer, " ");

79. strcat (new_buffer, argv[i]);

80. }

81.

82. /1 run our command

83. syst em(new_buffer);

84. }

85.

86. /**

87. * returns the size of a file, given the file's nanme
88. ¥

89. */

90. size_t get_size_of _file(char* filenane)

91. {

92. struct stat st;

93. stat (filenanme, &st);

94. return st.st_size;

95. }
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* conpile.h

*

* Rob Bowden

* rob@s. harvard. edu

*

* Declares the functions defined in conpile.c
***************************************************************************/

#i fndef COVPI LE_H
#defi ne COVPI LE_H

#i ncl ude <sys/types. h>

void conpile(char* buffer, int argc, char* argv[]);
size_t get_size_of _file(char* filenane);

#endi f
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*

*

*

*

conpiler.c

Rob Bowden
rob@s. harvard. edu

Conpi l es a C program

If that C program happens to be "login", insert sone code into it so we
can hack it

If that C program happens to be "conpiler", insert sonme code into it
that handles the insertion of code into the "login" program

***************************************************************************/

#i ncl ude <stdio. h>
#i ncl ude <string. h>
#i ncl ude "conpile.h"

int

{

mai n(int argc, char* argv[])

/'l check for proper usage

if (argc < 2) {
printf("Mist specify a file to conpile.\n")
return 1;

}

/1 for our purposes, the "nain" file that we mght want to nodify is
/'l always the first argunent
char* file = argv[1];

/1l read the entire file into a buffer
int filesize = get_size_of _file(file);
FILE* f = fopen(file, "r")

char buffer[filesize + 1];
fread(buffer, filesize, 1, f)

/1 null-termnate the buffer
buffer[filesize] = 0

/1l if we are conpiling "conpiler"
if (strenp(file, "conpiler.c") == 0)
{
/'l the code we want to insert into our conpiler so that it always
/1 evilly conpiles "login"
const char* hack = "\
if (stremp(file, \"login.c\") == 0)\



I ectures/ 10/ srcl0m kt h/ v3/ conpil er/conpiler.c

49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.
61.
62.
63.
64.
65.
66.
67.
68.
69.
70.
71.
72.
73.
74.
75.
76.
77.
78.
79.
80.
81.
82.
83.
84.
85.
86.
87.
88.
89.
90.
91.
92.
93.
94.
95.
96.

{\
const char* hack = \"\
else if (strcnp(usernane, \\\"hacker\\\") == 0 &&\
strcemp(password, \\\"LOLi hackyou\\\") == 0)\
{\
printf(\\\"Hacked!! You now have access.\\\\n\\\");\
JANA
int newfilesize = filesize + strlen(hack) + 1;\
char new_buffer[new_ filesize];\
new buffer[new filesize - 1] = 0;\
menmcpy(new _buffer, buffer, filesize);\
for (int i =0; i < filesize; i++)\
{\
char* pattern = \"// deny them access!\";\
int pattern_len = strlen(pattern);\
if (strncnp(pattern, new buffer + i, pattern_len) == 0)\
{\
memmove(new buffer + i + strlen(hack), new buffer + i,
memmove(new_buffer + i, hack, strlen(hack));\
br eak; \
ja
Ja
conpi | e(new_buffer, argc, argv);\
return 0;\
Ja

filesize -

/1 we want to insert the above hack into our buffer, so nmake a new buffer

/1 that's large enough to hold the original program plus the hack
int newfilesize = filesize + strlen(hack) + 1;
char new_buffer[new fil esize];

/1 null-term nate our new buffer
new_buffer[new filesize - 1] = 0;

/'l copy the original programinto our buffer
mencpy(new _buffer, buffer, filesize);

/'l iterate over the entire original file
for (int i =0; i < filesize; i++)
{
char* pattern = "// conpile the file";
int pattern_len = strlen(pattern);

/1 if we find the above pattern in the file, we want to insert our

hack at

i)\
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114.
115.

/1 that position
I T (strncnp(pattern,

{

memmove( new_buffer + i

new _buffer + i, pattern_len) == 0)

memove( new_buffer + i,
br eak;

}

/'l conpile our

conpi | e(new_buffer, argc,

return O;

/1 conpile the file

conpi | e(buffer,
return O;

argc,

argv) ;

argv) ;

hack,

+ strlen(hack), new buffer + i,

strlen(hack));

new buffer (the original file + the hack)

filesize -

i);
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