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tcpdump

/N nate — bash — 80x24

Nates-MacBook-Air:~ nate} sudo tcpdump -1 en@

Password:

tcpdump: verbose output suppressed, use -v or -wv for full protocol decode
listening on en@, link-type EN1OME (Ethernet), capture size 65535 bytes
10:59:17.181019 ARP, Request who-has 10.249.192.1 tell 10.249.198.246, length 46
10:59:17.181943 IP 1pb68-2-26-232.ph.ph.cox.net.30176 > 10.249.195.106.52061: Fla
gs [P.], seq 798552449:798552484, ack 1047969976, win 65535, options [nop,nop,TS
val 93928730 ecr 755318094], length 35

10:59:17.182205 IP 10.249.195.106.520601 > 1pb8-2-26-232.ph.ph.cox.net.30176: Fla
gs [.], ack 35, win 8189, options [nhop,nop,TS wal 755320584 ecr 93928730], lengt
h @

10:59:17.256342 IP 10.249.195.106.1750@ = broadcasthost.17500: UDP, length 154
10:59:17.256827 IP 10.249.195.106.17500 > 10.249.199.255.17500: UDP, length 154
10:59:17.360864 IP 10.249.195.106.51661 > ambika.ash.spotify.com.407@: Flags [P.
1, seq 3144548548:3144548877, ack 2849262594, win 11970, options [nop,nop,TS val
755320761 ecr 1661904888], length 329

10:59:17.496269 IP ambika.ash.spotify.com.4870 = 10.249.195.106.51661: Flags [.]
, ack 329, win 501, options [nop,nop,TS val 1661905453 ecr ¥55320761], length @
10:59:17.496480 IP 10.249.195.106.51661 = ambika.ash.spotify.com.4070: Flags [P.
1, seq 329:750, ack 1, win 11970, options [nop,nop,TS val 755320895 ecr 16619054
53], length 421

10:59:17.509194 IP ambika.ash.spotify.com.4070 = 10.249.195.106.51661: Flags [.]
, ack 750, win 501, options [nop,nop,TS val 1661905477 ecr ¢55320895], length @
10:59:17.724304 1P 10.249.195.106.56846 = google-public-dns-a.google.com.domain:



Wireshark

\ en0 [Wireshark 1.8.3 (SVN Rev 45256 from /trunk-1.8)]

Statistics Telephony Tools Internals Help

\ , BE «aaaf §® s
;J Expression...
?{Hrfé . ?eﬁif'?lﬁf 4 TOtoCo Len]thllg‘n

57 5.120648000 10.249.185. 10.249.199.255 08-LSP-DI 196 Dropbox LAN sync Diascovery Protocol
S8 5.342598000 10.249.195. 8.8.8.8 DNS 76 Standard query O0x259d A www.facebook.com
S9 S. 359018000 8.8.8.8 10.249.155.106 INS 92 Standard query response 0x2S59d A 66,.220.152.16
60 5.359997000  10.249.195. 74.125.228.81 1434 [TCP segment of a reassembled POU)
61 5.359998000 10.249.195. 74,125.228.81 GET /complete/search?sugexp=chrome,mod=17&client=ch
52 S.374250000 74.125.228.¢ 10.249.195.106 ; 5 http > 52020 [ACK] Seq=1 Ack=1417 Win=436 Len=0 TSv
S. 398076000 74.125,228.8 10.249.155.106 620 HTTP/1.1 200 OK (text/)javascript)
S5.398155000 10.249.195. 74,125.228.81 52020 > http [ACK) Seq=1417 Ack=555 wWin=8157 Len=0
> 5.487531000 173.194.43.2 10.249.195.106 Svl.] 412 Application Data
56 S.488025000 10.249,155. 173.194.43.21 CP 56 51586 > https [ACK] Seq=1 Ack=2604 Win=8170 Len=0 T
5.558712000 10.249.195. 74.125.228.81 [TCP segment of a reassembled POU)
558713000 10.249, 195, 74.125.228.81 GET /complete/search?sugexp=chrome,mod=17&client=ch
». 572687000 74.125,228. 10.249.155.106 http > 52020 [ACK] Seq=555 Ack=2834 Win=479 Len=0 T
4053000 74.125,.228. 10.249.195.106 311 HTTP/1.1 200 OK (text/javascript)
10.249.195. 74.125.228.81 C 6 52020 > http [ACK] Seq=2834 Ack=1100 Win=8157 Len=0
1598.45. 146,36 10.249.155.106 cP 89 45149 > 52046 [PSH, ACK] Seq=211 Ack=36 Win=65311 L
198,45, 146,35 cP 4 52046 > 45149 [ACK] Seq=36 Ack=246 Win=16381 Len=0
10.249.155.106 cP 101 31733 > S1834 [PSH, ACK] Seq=1 Ack=36 Win=65535 Len
» >

goon

» Frame S56: 196 by 2 (1568 ts), 196 bytes captured (1568 bits) on interface 0
» Ethernet II, Src: Od:fe:0e (68:a8:6d:0d:fe:0e), Dst: Bro (fE:fF:ff:¢F:£F:¢%F)

Internet Protocol Version 4, Src: 10.249.195.106 (10.249.195.10 Bt 255.255.255.255 (255.255.2

1 IR .- ).
» User Datagram Protocol, Src Port: db-lsp-disc (17500), Dst Port: db-lsp-disc (17500)

b Dropbox LAN sync Discovery Protocol
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Find and join a Wi-Fi network.

Enter the name and security type of the network you want to
join.

Network Name: |

Security: R

WEP
WPA Personal
WPA2 Personal

? Show Networks WEP Enterprise

WPA Enterprise
WPA2 Enterprise
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WPA



WPA2



Find and join a Wi-Fi network.

Enter the name and security type of the network you want to
join.
Turn Wi-Fi Off
Network Name:
v Harvard University
CSS50
Password: CSS50 Staff

Security: | WPA2 Personal

Show password Join Other Network...
Remember this network Create Network...

Open Network Preferences...

Show Networks Cancel




HTTPS



vepn.fas.harvard.edu

Harvard SSL VPN Service

https://core-vpn-2-gw.fas.harvard.edu/+CSCOE+4

Please enter your username and password

Username:

Password:







