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Unprotected PCs can be hijacked in minutes

By Byron Acohido and Jon Swartz, USA TODAY
SAN FRANCISCO — Surfing the Web has never been more risky.

Simply connecting to the Internet — and doing nothing else — exposes your PC to non-stop, automated break-
in attempts by intruders looking to take control of your machine surreptitiously.

Shore up your cyberdefenses
on these three cyberfronts

If an online intruder has infiltrated
your Windows PC, you may notice
recurring slowdowns of e-mail and
Web browsing, or you may notice
nothing at all. PC users must shore
up defenses on three fronts:

* Operating system
vulnerabilities. Always use a
personal firewall and keep security
patches up to date.

As of early November, all new
Windows XP PCs come with
Service Pack 2, which includes a
firewall and automatic patching.
Owners of Windows XP PCs
purchased earlier than that should
download Service Pack 2 from
www.microsoft.com/athome/
security/protect/default.aspx. Users
of older versions of Windows can
get security tips at that same Web
site.

#E-mail viruses. Distrust all
attachments. If you doubt it, delete
it. Subscribe to anti-virus software,
such as Norton AntiVirus, McAfee
VirusScan or ZoneAlarm Security
Suite. Keep the subscription
current and set it to automatically
check for updates.

# Spyware. Consider switching
from Internet Explorer, a sieve for
spyware, to the Mozilla Firefox
browser or the Opera browser.
Both are free and can be
downloaded, respectively, from
mozilla.org or opera.com.

If you continue using Explorer, set
security settings to high and use
anti-spyware software.

Sources: CERT Coordination
Center, Microsoft

While most break-in tries fail, an unprotected PC can get hijacked within
minutes of accessing the Internet. Once hijacked, it is likely to get grouped
with other compromised PCs to dispense spam, conduct denial-of-service
attacks or carry out identity-theft scams.

Those are key findings of a test conducted by USA TODAY and
Avantgarde, a San Francisco tech marketing and design firm. The
experiment involved monitoring six "honeypot" computers for two weeks —
set up to see what kind of malicious traffic they would attract. Once
breached, the test computers were shut down before they could be used to
attack other PCs.

The test did not measure Web attacks that require user participation,
namely spyware, which gets spread by visiting contagious Web sites, or e-
mail viruses, which proliferate via e-mail attachments.

However, the results vividly illustrate how automated cyberattacks have
come to saturate the Internet with malicious programs designed to take the
quickest route to break into your PC: through security weaknesses in the PC
operating system.

"It's a hostile environment out there," says tech security consultant Kevin
Mitnick, who served five years in prison for breaking into corporate
computer systems in the mid-1990s. "Attackers have become extremely
indiscriminate."

Mitnick and Ryan Russell, an independent security researcher and author of
Hack Proofing Your Network, were contracted by Avantgarde to set up and
carry out the experiment.

Test results underscored the value of keeping up to date with security
patches and using a firewall. Computer security experts say firewalls, which
restrict online access to the guts of the PC operating system, represent a
crucial first line of defense against cyberintruders. Yet, an estimated 67% of
consumers do not use a firewall, according to the National Cyber Security
Alliance.

INSIDE THE HONEYPOTS

The machines tested were types
popular with home users and small
businesses. They included: four Dell

From Sept. 10 to Sept. 25, online ! ¢
desktop PCs running different
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configurations of the Window XP
operating system, an Apple
Macintosh and a Microtel Linspire,
which uses the Linux operating
system.

intruders made 305,922 attempts to
break into six computers connected to the
Internet via broadband DSL. Attackers
successfully compromised the Dell
Windows XP computer using Service
Pack 1 nine times, and the Dell Windows
2003 Small Business server once. No

other machines were breached. Each PC was connected to the

Platform  Total  Attacks/ Attacks/ | Internet via a broadband DSL
attacks day hour connection and monitored for two
XP SP1 139,024 8,177 341 weeks in September. Break-in
0S X 138,647 8155 339 attempts began immediately a_nd
continued at a constant and high
Win SBS 25222 1,400 61 level: an average of 341 per hour
XPSP2 1,386 82 3.4 against the Windows XP machine
XP with 848 50 21 with no firewall or recent security
ZoneAlarm patches, 339 per hour against the
Linspire 795 46 19 Apple Macintosh and 61 per hour

against the Windows Small Business
Server. Each was sold without an

By contrast, there were fewer than four attacks per hour against the Windows XP updated with a basic firewall
and recent patches (Service Pack 2), the Linspire with basic firewall and the Windows XP with ZoneAlarm

firewall.

"The firewalls did their job," says Russell. "If you can't get to them, you can't attack them."

Analysis of a break-in

Monitoring software reveals
intruders incessantly probing the
Internet for vulnerable PCs on
Sept. 10.

10:52:08

Less than four minutes from start of
the test, an intruder breaks into
Windows XP SP1 through the
vulnerability most famously
exploited by last May's Sasser
worm. Ensuing instructions get
garbled.

11:03:30

Eleven minutes later another
intruder breaks into XP SP1
through the security hole exploited
by the July 2003 MS Blaster worm.
Ensuing instructions get garbled.

11:04:04

While the previous break-in is still
unfolding, another intruder, using a
different attacking computer,
breaks into XP SP1 through the
Sasser hole. Ensuing instructions
get garbled.

20:21:44

An intruder breaks into XP SP1 for
the fourth time using the MS
Blaster hole. Things go smoothly.
He begins uploading commands.
He confirms XP SP1 is connected
to the Internet, then begins making
repeated attempts to connect XP
SP1 to a server running an Internet
Relay Chat channel, the equivalent
of a private Instant Messaging line.

While attempted break-ins never ceased, successful compromises were
limited to nine instances on the minimally protected Windows XP computer
and a single break-in of the Windows Small Business Server. There were no
successful compromises of the Macintosh, the Linspire or the two Windows
XPs using firewalls. That pattern was not surprising, as Windows PCs make
up 90% of the computers connected to the Internet, and the vast majority of
automated attacks are designed to locate and exploit widely known
Windows security weaknesses.

Intruders repeatedly compromised the Windows XP computer through the
same two security holes used by the authors of the July 2003 MS Blaster
worm and May's headline-grabbing Sasser worm, which overloaded
computers in banks, hospitals and transportation systems worldwide.

To hijack the Windows Small Business Server, the attacker finagled his way
into a function of the Windows operating system that allows file sharing
between computers. He then uploaded a program that gave him full control.

On three occasions, intruders got as far as logging on to an Internet Relay
Chat channel, signaling an intent to herd the compromised PC with other
hijacked PCs to pursue illicit activities.

IRC channels work like a private instant-messaging service. An intruder in
control of such a channel can send instructions to some PCs to spread
spam, to others to serve up scamming Web sites, and to others to hijack
more PCs.

"Downloading and using other exploits, performing denial-of-service attacks,
running spam-relay tools, running identity-theft tools are all very common
activities of compromised machines," says Martin Roesch, chief technology
officer at tech security firm Sourcefire.

The intruder who cracked the Windows Small Business Server even
uploaded a tool to prevent rival attackers from following behind him and
gaining access to the system, says researcher Jon Orbeton, of anti-virus
and firewall supplier ZoneLabs.
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20:22:49 That level of sophistication shows how cyberintrusions are fast becoming an
The intruder successfully connects ingrained part of the Internet. Compromised PCs fueled a 150% surge in
XP SP1 to the IRC channel, which suspicious security activity per machine per day in the third quarter of this

ihsijgrccl’(zzbgca'so running on a year, compared with a year ago, security vendor VeriSign said in a report in
: November.

20:23:05

The intruder instructs XP SP1 to The end game: illicit profits. Compromised PCs supply the computing power

navigate to a designated Web site, |  for cybercrooks to run increasingly diverse scams, including phishing

likely running on yet another I : : : . .
hijacked PC. XP SP1 downloads a schemes that lure victims into typing account information at counterfeit Web

program, called ie.exe, from the sites.
Web site.

In the past month, the first phishing scam to plant a bogus Web link on a

)2(%ZS3F"11begins scanning the legitimate banking Web site surfaced. The scam was probably carried out

Internet, poised to similarly hijack with hijacked PCs to protect the perpetrator from detection. "It's the most

other PCs exhibiting the same sophisticated, and frightening, phishing scam we've seen," says Susan

unpatched security hole. Larson, vice president of global content at SurfControl, an e-mail security
firm.

Find this article at:
http://www.usatoday.com/money/industries/technology/2004-11-29-honeypot_x.htm

[ Check the box to include the list of links referenced in the article.
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Table 4. A sampling of free and commercially available sanitization tools.

Writes just zeroes, DoD specs, or the Gutmann patterns. Very con-
venient and easy to use. Erases the entire disk including all slack and

Erases files, folders, cookies, or an entire drive. Implements Gutmann

Handles SCSI remapping and swap area. Claims to be developed in
collaboration with the US Air Force Information Welfare Center.

Erases data from hard disks and removable media. Supports multiple

Erases directory metadata. Sanitizes Windows swap file when run from
DOS. Sanitizes slack space by creating huge temporary files.

Erases partitions, directories, boot records, and so on. Includes DoD
specs in professional version only.

Securely erases individual files, temporary files, slack space, and so on.
Understands some vendor-specific commands used for bad-

block management on SCSI drives. Optionally verifies writes.
Implements all relevant DoD standards and allows custom patterns.

Uses Gutmann's erase patterns. Erases single files and accompanying
metadata or entire disks.

Securely erases IDE and SCSI drives.

Erases cookies, history, cache, temporary files, and so on. Graphical

PROGRAM COST PLATFORM COMMENTS
AutoClave Free Self-booting
http://staff.washington. PC disk

edu/jdlarios/autoclave swap space.
CyberScrub $39.95 Windows
www.cyberscrub.com patterns.
DataScrubber $1,695 Windows, Unix
www.datadev.com/ds100.html

DataGone $90 Windows
www.powerquest.com overwriting patterns.
Eraser Free Windows

www.heidi.ie/eraser

OnTrack DataEraser $30-$500 Self-booting
www.ontrack.com/dataeraser PC disk

SecureClean $49.95 Windows

www.lat.com

Unishred Pro $450 Unix and

www.accessdata.com PC hardware

Wipe Free Linux
http://wipe.sourceforge.net

WipeDrive $39.95 Bootable PC
www.accessdata.com disk

Wiperaser XP $24.95 Windows
www.liveye.com/wiperaser user interface.
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Sanitization tools

Many existing programs claim to properly sanitize a hard
drive, including $1,695 commercial offerings that boast
government certifications, more than 50 tools licensed
for a single computer system, and free software/open-
source products that seem to ofter largely the same fea-
tures. Broadly speaking, two kinds of sanitization pro-
grams are available: disk sanitizers and declassifiers, and
slack-space sanitizers.

Disk sanitizers and declassifiers aim to erase all user data
from a disk before it’s disposed of or repurposed in an orga-
nization. Because overwriting an operating system’s boot
disk information typically causes the computer to crash,
disk sanitizers rarely operate on the boot disk of a modern
operating system. Instead, they’re usually run under an un-
protected operating system, such as DOS, or as standalone
applications run directly from bootable media (loppy
disks or CD-ROMs). (It’s relatively easy to sanitize a hard
disk thatisnot the boot disk. With Unix, for example, you
can sanitize a hard disk with the device /dev/hda using
the command dd if=/dev/zero of=/dev/hda.)
Using our taxonomy, disk sanitizers seek to erase all of the
drive’s Level 1, 2, 3, and 5 information. Sanitizers
equipped with knowledge of vendor-specific disk-drive
commands can erase Level 4 information as well.

Slack space sanitizers sanitize disk blocks (and portions of
disk blocks) that are not part of any file and do not contain
valid file system meta-information. For example, if a 512-
byte block holds a files last 100 bytes and nothing else, a
slack-space sanitizer reads the block, leaves bytes 1-100 un-
touched, and zeros bytes 101-512. Slack-space sanitizers
also compact directories (removing ignored entries), and
overwrite blocks on the free list. Many of these programs
also remove temporary files, history files, browser cookies,
deleted email, and so on. Using our taxonomy, slack-space
sanitizers seek to erase all Level 1 through Level 4 drive in-
formation, while leaving Level O information intact.

Table 4 ofters a few examples of free and commercially
available sanitation tools; a complete list is available at
www.fortunecity.com/skyscraper/true/882/Comparison
_Shredders.htm.

Forensic tools
The flip side of sanitization tools are forensic analysis tools,
which are used for recovering hard-disk information. Foren-
sic tools are harder to write than sanitization tools and, not
surprisingly, fewer of these tools are available. Many of the
packages that do exist are tailored to law enforcement agen-
cies. Table 5 shows a partial list of forensic tools.

Almost all forensic tools let users analyze hard disks or

JANUARY/FEBRUARY 2003 | http://computer.org/security/
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Table 5. Forensics programs.

PROGRAM COST PLATFORM COMMENTS

DriveSpy $200-$250 DOS/Windows | Inspects slack space and deleted file metadata.

www.digitalintel.com

EnCase $2,495 Windows Features sophisticated drive imaging and preview modes, error

www.guidancesoftware.com checking, and validation, along with searching, browsing, time line,
and registry viewer. Graphical user interface. Includes hash analysis
for classifying known files.

Forensic Toolkit $595 Windows Graphic search and preview of forensic information, including

www.accessdata.com searches for JPEG images and Internet text.

ILook N/A Windows Handles dozens of file systems. Explorer interface to deleted files.

www.ilook-forensics.org Generates hashes of files. Filtering functionality. This tool only
available to the US government and law enforcement agencies.

Norton Utilities $49.95 Windows Contains tools useful for recovering deleted files and sector-by-sector

www.symantec.com examination of a computer’s hard disk.

The Coroner’s Toolkit Free Unix A collection of programs used for performing post-mortem forensic

www.porcupine.org/ analysis of Unix disks after a break-in.

forensicsl/tct.htm

TASK Free Unix Operates on disk images created with dd. Handles FAT, FAT32,

http://atstake.com/research toolkit. Analyzes deleted files and slack space, and includes time-line

/tools/task NTFS, Novel, Unix, and other disk formats. Built on Coroner’s
Toolkit.

hard-disk images from a variety of different operating sys-
tems and provide an Explorer-style interface so you can
read the files. Tools are of course limited by the original
computer’s operating system, as different systems over-
write different amounts of data or metadata when they
delete a file or format a disk. Nevertheless, many of these
forensic tools can find “undeleted” files (Level 2 data) and
display hard-drive information that is no longer associated
with a specific file (Level 3 data). Most tools also offer
varying search capabilities. Hence, an operator can search
an entire disk image for keywords or patterns, and then
display the files (deleted or otherwise) containing the
search pattern.

Programs tailored to law enforcement also offer to log
every keystroke an operator makes during the hard-drive
inspection process. This feature supposedly prevents evi-
dence tampering.

O sanitization, where art thou?
Despite the ready availability of sanitization tools and the ob-
vious threat posed by tools that provide forensic analysis, there
are persistent reports that some systems containing confiden-
tial information are being sold on the secondary market.

‘We propose several possible explanations for this state

of affairs:

o Lack of knowledge. The individual (or organization) dis-
posing of the device simply fails to consider the problem
(they might, for example, lack training or time).

o Lack of concern for the problem. The individual considers

JANUARY/FEBRUARY 2003 B http://computer.org/security/

the problem, but does not think the device actually
contains confidential information.

Lack of concern for the data. The individual is aware of the
problem—that the drive might contain confidential in-
formation—but doesn’t care if the data is revealed.
Failure to properly estimate the risk. The individual is aware
of the problem, but doesn’t believe that the device’s fu-
ture owner will reveal the information (that is, the indi-
vidual assumes that the device’s new owner will use the
drive to store information, and won’t rummage around
looking for what the previous owner left behind).
Despair. The individual is aware of the problem, but
doesn’t think it can be solved.

Lack of tools. The individual is aware of the problem, but
doesn’t have the tools to properly sanitize the device.
Lack of training or incompetence. The individual attempts
to sanitize the device, but the attempts are ineftectual.
Tool error. The individual uses a tool, but it doesn’t behave
as advertised. (Early versions of the Linux wipe com-
mand, for example, have had numerous bugs which re-
sulted in data not being actually overwritten. Version
0.13, for instance, did not erase half the data in the file due
to a bug; see http://packages.debian.org/unstable/utils/
wipe.html)

Hardware failure. The computer housing the hard drive
might be broken, making it impossible to sanitize the
hard drive without removing it and installing it in an-
other computer—a time-consuming process. Alterna-
tively, a computer failure might make it seem that the
hard drive has also failed, when in fact it has not.
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Among nonexpert users—especially those using the
DOS or Windows operating systems—Iack of training
might be the primary factor in poor sanitization practices.

Among expert users, we posit a different explanation:
they are aware that the Windows format command
does not actually overwrite a disk’s contents. Paradoxi-
cally, the media’s fascination with exotic methods for
data recovery might have decreased sanitization among
these users by making it seem too onerous. In repeated
interviews, users frequently say things like: “The FBI or
the NSA can always get the data back if they want, so
why bother cleaning the disk in the first place?” Some
individuals fail to employ even rudimentary sanitization
practices because of these unsubstantiated fears. This rea-
soning is flawed, of course, because most users should be
concerned with protecting their data from more pedes-
trian attackers, rather than from US law enforcement and
intelligence agencies. Even if these organizations do rep-
resent a threat to some users, today’s readily available san-
itization tools can nevertheless protect their data from
other credible threats.

However interesting they might be, informal inter-
views and occasional media reports are insufficient to
gauge current sanitization practices. To do that, we had to
acquire numerous disk drives and actually see what data
their former owners left behind.

Our experiment

We acquired 158 hard drives on the secondary market be-
tween November 2000 and August 2002. We purchased
drives from several sources: computer stores specializing
in used merchandise, small businesses selling lots of two to
five drives, and consolidators selling lots of 10 to 20 drives.
We purchased most of the bulk hard drives by winning
auctions at the eBay online auction service.

As is frequently the case with secondary-market
equipment, the drives varied in manufacturer, size, date of
manufacture, and condition. A significant fraction of the
drives were physically damaged, contained unreadable
sectors, or were completely inoperable.

Because we were interested in each drive’s data, rather
than its physical deterioration, our goal was to minimize
drive handling as much as possible. Upon receipt, we
recorded each drive’s physical characteristics and source in
a database. We then attached the drives to a workstation
running the FreeBSD 4.4 operating system, and then
copied the drive’s contents block-by-block—using the
Unix dd command from the raw ATA device—into a
disk file we called the “image file.” Once we completed
this imaging operation, we attempted to mount each
drive using several file systems: FreeBSD, MS DOS, Win-
dows NT File System, Unix File System, and Novell file
systems. If we successfully mounted the drive, we used the
Unix tar command to transverse the entire file system
hierarchy and copy the files into compressed tar files.

These files are exactly equal to our taxonomy’s Level 0
and Level 1 files.

‘We then analyzed the data using a variety of tools that
we wrote specifically for this project. In particular, we
stored the complete path name, length, and an MD5
cryptographic checksum of every Level O and Level 1 file
in a database. (MD)5 is a one-way function that reduces a
block of data to a 128-bit electronic “fingerprint” that
can be used for verifying file integrity.) We can run
queries against this database for reporting on the inci-
dence of these files. In the future, we plan to identify the
files” uniqueness by looking for MD5 collisions and by
comparing our database against a database of MD5 codes
for commercial software that the National Institute of
Standards and Technology is assembling. '

To ease analysis, we are also creating a “forensic file
system,” a kind of semantic file system first proposed by
Gifford and colleagues.!” The FFS lets us view and act on
forensic information using traditional Unix file system
tools such as Is, more, grep, and strings. For example, in
the FES, a directory listing shows both normal and
deleted files; it modifies deleted file names to prevent
name collisions and to indicate if the file’s contents are not
recoverable, partially recoverable, or fully recoverable.
(The difficulty of forensic analysis depends highly on the
operating system used to create the target file system; in
particular, it is much easier to undelete files on FAT-for-
matted disks than on most Unix file systems.)

Initial findings

We acquired a total of 75 Gbytes of data, consisting of 71
Gbytes of uncompressed disk images and 3.7 Gbytes of
compressed tar files.

From the beginning, one of the most intriguing as-
pects of this project was the variation in the disk drives.
When we briefed people on our initial project plans,
many responded by saying that they were positive that the
vast majority of the drives collected would be X, and the
value of X varied depending on speaker. For example,
some people were “positive” that all the recovered drives
would contain active file systems, while others were sure
that all of the drives would be reformatted. Some were
certain we’'d find data, but that it would be too old to be
meaningful, and others were sure that nearly all of the dri-
ves would be properly sanitized, “because nobody could
be so stupid as to discard a drive containing active data.”

File system analysis

The results of even this limited, initial analysis indicate
that there are no standard practices in the industry. Of
the 129 drives that we successfully imaged, only 12 (9
percent) had been properly sanitized by having their sec-
tors completely overwritten with zero-filled blocks; 83
drives (64 percent) contained mountable FAT16 or
FAT32 file systems. (All the drives we collected had ei-
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Table 6. Recoverable Level 0 and 1 files by type.

FILE TYPE NUMBER FOUND
Microsoft Word (DOC) 675
Outlook (PST) 20
Microsoft PowerPoint (PPT) 566
Microsoft Write (WRI) 929
Microsoft Works (WKS) 68
Microsoft Excel (XLS) 274

ther FAT 16 or FAT32 file systems.) Another 46 drives
did not have mountable file systems.

Of the 83 drives with mountable file systems, 51 ap-
peared to have been freshly formatted—that is, they ei-
ther had no files or else the files were created by the
DOS format c:/s command;another six drives were
formatted and had a copy of DOS or Windows 3.1 in-
stalled. Of these 51 drives, 19 had recoverable Level 3
data—indicating that the drives had been formatted
after they had been used in another application.

Of the 46 drives we could not mount, 30 had more
than a thousand sectors of recoverable Level 3 informa-
tion. Many of these drives had recoverable FAT directory
entries as well.

Document file analysis

We performed limited analysis of the mountable file
systems to determine the type of documents left on the
drives. Table 6 summarizes these results.

Overall, the 28 drives with active file systems con-
tained comparatively few document files—far fewer than
we’d expect to find on actively used personal computers.
We believe that this is because the drives’ previous owners
intentionally deleted these files in an attempt to at least
partially sanitize the drives before disposing of them.

To test this theory, we wrote a program that lets us
scan FAT16 and FAT32 images for deleted files and di-
rectories. Using this program, we can scan the disks for
data that was presumably deleted by the drive’s original
owner prior to disposing of the drive. The results are il-
luminating: with the exception of the cleared disks (all
blocks zeroed), practically every disk had significant
numbers of deleted directories and files that are recover-
able. Even the 28 disks with many undeleted files con-
tained significant numbers of deleted-but-recoverable
directories and files as well. A close examination of the
deleted files indicates that, in general, users deleted data
files, but left application files intact.

Recovered data
Currently, we can use the tar files to recover Level O and

JANUARY/FEBRUARY 2003 B http://computer.org/security/

ON DRIVES MAX FILES PER DRIVE
23 183
6 12
14 196
21 19
1 68
18 67

Level 1 files. Some of the information we found in these
files included:

¢ Corporate memoranda pertaining to personnel issues

* A letter to the doctor of a 7-year-old child from the
child’s father, complaining that the treatment for the
child’s cancer was unsatisfactory

¢ Fax templates for a California children’s hospital (we
expect that additional analysis of this drive will yield
medically sensitive information)

* Love letters

* Pornography

Using slightly more sophisticated techniques, we
wrote a program that scans for credit card numbers. The
program searches for strings of numerals (with possible
space and dash delimiters) that pass the mod-10 check-
digit test required of all credit card numbers, and that also
fall within a credit card number’s feasible numerical
range. For example, no major credit card number begins
with an eight.

In our study, 42 drives had numbers that passed these
tests. Determining whether a number is actually a valid
credit card number requires an attempted transaction on
the credit card network. Rather than do this, we in-
spected the numbers context. Two drives contained
consistent financial-style log files. One of these drives
(#134) contained 2,868 numbers in a log format. Upon
further inspection, it appeared that this hard drive was
most likely used in an ATM machine in Illinois, and that
no effort was made to remove any of the drive’s financial
information. The log contained account numbers, dates
of access, and account balances. In addition, the hard
drive had all of the ATM machine software. Although
the drive also contained procedures and software to
change the ATM’s DES key (which presumably secures
transactions between the ATM and the financial net-
work), the actual DES key is apparently stored in a hard-
ware chip in the ATM machine.

Another drive (#21) contained 3,722 credit card
numbers (some of them repeated) in a different type oflog

Open-Source Security
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Table 7. Disk formatting results.

DISK SIZE BLOCKS

Fdisk command
10 GBytes 20,044,160 2.563 (0.01 percent)

format. The files on this drive appeared to have been
erased, and the drive was formatted. Yet another drive
(#105) contained 39 credit card numbers in a database file
that included the correct type of credit card, and still an-
other (#133) had a credit card number in a cached Web
page URL. The URL is a ‘GET’-type HTTP form that
was submitted to an e-commerce site; it contained all of
the address and expiration information necessary to exe-
cute an e-commerce transaction. Finally, another drive
(#40) had 21 credit card numbers in a file.

We also wrote a program that searches for RFC mail
headers. Of the 129 drives analyzed, 66 drives had more
than five email messages. We use this threshold because
some programs, such as Netscape Navigator, include a
few welcome emails upon installation. One drive in our
batch contained almost 9,500 email messages, dated from
1999 through 2001. In all, 17 drives had more than 100
email messages and roughly 20 drives had between 20
and 100 email messages. During this analysis, we only in-
vestigated the messages’ subject headers; contents
seemed to vary from typical spam to grievances about
retroactive pay.

Understanding DOS format

It’s not clear if the 52 formatted drives were formatted
to sanitize the data or if they were formatted to deter-
mine their condition and value for sale on the sec-
ondary market.

In many interviews, users said that they believed DOS
and Windows format commands would properly re-
move all hard drive data. This belief seems reasonable, as
the DOS and Windows format commands specifically
warn users that “ALL DATA ON NON-REMOVABLE
DISK DRIVE C: WILL BE LOST” when a computer is
booted from floppy and the user attempts a format C:
command. This warning might rightly be seen as a promise
that using the format command will in fact remove all of
the disk drive’s data.

Many users were surprised when we told them that
the format command does not erase all of the disk’s in-
formation. As our taxonomy indicates, most operating
system format commands only write a minimal disk file
system; they do not rewrite the entire disk. To illustrate
this assertion, we took a 10-Gbyte hard disk and filled
every block with a known pattern. We then initialized a
disk partition using the Windows 98 FDISK command
and formatted the disk with the format command. After
each step, we examined the disk to determine the number

BLOCKS ALTERED BY WINDOWS 98

BLOCKS ALTERED BY WINDOWS 98
Format command

21,541 (0.11 percent)

of blocks that had been written. Table 7 shows the results.
Users might find these numbers discouraging: despite
warnings from the operating system to the contrary, the
format command overwrites barely more than 0.1 per-
cent of the disk’s data. Nevertheless, the command takes
more than eight minutes to do its job on the 10-Gbyte
disk—giving the impression that the computer is actually
overwriting the data. In fact, the computer is attempting
to read all of the drive’s data so it can build a bad-block
table. The only blocks that are actually written during the
format process are those that correspond to the boot
blocks, the root directory, the file allocation table, and a
few test sectors scattered throughout the drive’s surface.

Although 158 disk drives might seemlike alot, it a tiny
number compared to the number of disk drives that
are sold, repurposed, and discarded each year. As a result,
our findings and statistics are necessarily qualitative, not
quantitative. Nevertheless, we can draw a few conclusions.

First, people can remove confidential information
from disk drives before they discard, repurpose, or sell
them on the secondary market. Moreover, freely available
tools make disk sanitization easy.

Second, the current definition of “medical records”
might not be broad enough to cover the range of med-
ically sensitive information in the home and work envi-
ronment. For example, we found personal letters con-
taining medically sensitive information on a computer
that previously belonged to a software company. Many
routine email messages also contain medically sensitive
information that should not be disclosed. If an employee
sends a message to his boss saying that he’ll miss a meeting
because he has a specific problem requiring a doctor visit,
for example, he has created a record of his medical condi-
tion in the corporate email system.

Third, our study indicates that the secondary hard-
disk market is almost certainly awash in information that
1s both sensitive and confidential.

Based on our findings, we make the following recom-
mendations:

¢ Users must be educated about the proper techniques for
sanitizing disk drives.

* Organizations must adopt policies for properly sanitiz-
ing drives on computer systems and storage media that
are sold, destroyed, or repurposed.

* Operating system vendors should include system tools
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that securely delete files, and clear slack space and entire
disk drives.

Future operating systems should be capable of automat-
ically sanitizing deleted files. They should also be
equipped with background processes that automatically

sanitize disk sectors that the operating system is not cur-
rently using.

* Vendors should encourage the use of encrypting file
systems to minimize the data sanitization problem.

¢ Disk-drive vendors should equip their drives with tools
for rapidly or even instantaneously removing all disk-
drive information. For example, they could equip a disk
drive with a cryptographic subsystem that automatically
encrypts every disk block when the block is written,
and decrypts the block when it is read back. Users could
then render the drive’s contents unintelligible by se-
curely erasing the key.'®

With several months of work and relatively little finan-
cial expenditure, we were able to retrieve thousands of
credit card numbers and extraordinarily personal infor-
mation on many individuals. We believe that the lack of
media reports about this problem is simply because, at this
point, few people are looking to repurposed hard drives
for confidential material. If sanitization practices are not
significantly improved, it’s only a matter of time before
the confidential information on repurposed hard drives is
exploited by individuals and organizations that would do
us harm. O
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