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14 localhost/ localhost |

¢ localhost
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Databases /] SQL W Status Users = EXxport

Server: Localhost via UNIX

utf8 unicode ci
Oubuntu0.14.
(Ubuntu)

Protocol version

-

User: jharvard@Iocz

Server charset: UT
~- Language Unicode (utf8)

English

pmahomme ¥
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Apache/2.4.7 (Ubuntu)
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Database client version

AN

libmysql - 5.5.40
PHP extension: mysqli
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types

CHAR
VARCHAR
INT
BIGINT
DECIMAL
DATETIME



PRIMARY
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UNIQUE

FULLTEX]

iNnadexes






SQL injection attack
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PINSYSTEM

Select a Login type: what sz login type?
e) Harvard University ID (HUID)

XID Login

Login ID:
|

PIN / Password:

What 52 'ogin ID?

What 52 PIN / Password?

New user? Forgot your PIN / Password?




$username = $_POST["username"];
$password = $_POST["password"];
query("SELECT * FROM users WHERE username='{$username}' AND password='{$password}'");



ety HARVARD
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UNIVERSITY

PINSYSTEM

Select a Login type: what s 2 login type?
(¢) Harvard University ID (HUID)

XID Login

Login ID:

skroob What s 2 login ID?

PIN / Password:
12345'OR'1' = '1 What is 2 PIN / Password?

Login New user? Forgot your PIN / Password?




$username = $_POST["username"];
$password = $_POST["password"];
query("SELECT * FROM users WHERE username='{$username}' AND password='{$password}'");



$username = $ POST["username"];
$password = $ POST["password"];

quer‘y(" II);



$username = $_POST["username”];
$password = $ POST["password"];
query("SELECT * FROM users WHERE username=? AND password=?", $username, $password);



$username = $_POST["username"];
$password = $_POST["password"];
query("SELECT * FROM users WHERE username='skroob' AND password='12345\"' OR \'1\' = \'1'");
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HI, THIS 1S OH, DEAR = DID HE | DID YOU REALLY WELL WEVE LOST THIS
YOUR SONS SCHOOL. | BREAKSOMETHING? | NAME YOUR SON YEARS STUDENT RECORDS.
WERE HAVING SOME Robert'); DROP I HOPE YOURE HAPPY.
(COMPUTER TROUBLE. TABLE Students; -~ 7 \,1

AND I HOPE
~OH.YES LITTLE - YOUVE LEARNED
BOBBY TABLES, L TOSANMZE YOUR
DATABASE INPUTS.



http://xkcd.com/327/

final project






PUT /api/newdeveloper/lights/l/state HTTP/1l.1

{"on":true, "bri":255, "transitiontime":0}
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