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DELETE	  

INSERT	  

UPDATE	  

SELECT	  

...





types
CHAR 

VARCHAR 

INT 

BIGINT 

DECIMAL 

DATETIME 

...



indexes

PRIMARY 

INDEX 

UNIQUE 

FULLTEXT





SQL injection attack





$username	  =	  $_POST["username"];	  
$password	  =	  $_POST["password"];	  
query("SELECT	  *	  FROM	  users	  WHERE	  username='{$username}'	  AND	  password='{$password}'");





$username	  =	  $_POST["username"];	  
$password	  =	  $_POST["password"];	  
query("SELECT	  *	  FROM	  users	  WHERE	  username='{$username}'	  AND	  password='{$password}'");



$username	  =	  $_POST["username"];	  
$password	  =	  $_POST["password"];	  
query("SELECT	  *	  FROM	  users	  WHERE	  username='skroob'	  AND	  password='12345'	  OR	  '1'	  =	  '1'");



$username	  =	  $_POST["username"];	  
$password	  =	  $_POST["password"];	  
query("SELECT	  *	  FROM	  users	  WHERE	  username=?	  AND	  password=?",	  $username,	  $password);



$username	  =	  $_POST["username"];	  
$password	  =	  $_POST["password"];	  
query("SELECT	  *	  FROM	  users	  WHERE	  username='skroob'	  AND	  password='12345\'	  OR	  \'1\'	  =	  \'1'");
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PUT /api/newdeveloper/lights/1/state HTTP/1.1 

{"on":true, "bri":255, "transitiontime":0}
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