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Bitcoin: A Peer-to-Peer Electronic Cash System

Satoshi Nakamoto
satoshin@gmx.com
www.bitcoin.org

Abstract. A purely peer-to-peer version of electronic cash would allow online
payments to be sent directly from one party to another without going through a
financial institution. Digital signatures provide part of the solution, but the main
benefits are lost 1if a trusted third party 1s still required to prevent double-spending.
We propose a solution to the double-spending problem using a peer-to-peer network.
The network timestamps transactions by hashing them into an ongoing chain of
hash-based proof-of-work, forming a record that cannot be changed without redoing
the proof-of-work. The longest chain not only serves as proof of the sequence of

events witnessed, but proof that it came from the largest pool of CPU power. As



Double-Spending Problem



Bitcoin open source implementation of P2P currency

Posted by Satoshi Nakamoto on February 11, 2009 at 22:27
4 View Discussions

I've developed a new open source P2P e-cash system called Bitcoin. It's completely decentralized, with no central
server or trusted parties, because everything is based on crypto proof instead of trust. Give it a try, or take a look at
the screenshots and design paper:

Download Bitcoin v0.1 at http://www.bitcoin.org

The root problem with conventional currency is all the trust that's required to make it work. The central bank must
be trusted not to debase the currency, but the history of fiat currencies is full of breaches of that trust. Banks must
be trusted to hold our money and transfer it electronically, but they lend it out in waves of credit bubbles with
barely a fraction in reserve. We have to trust them with our privacy, trust them not to let identity thieves drain our
accounts. Their massive overhead costs make micropayments impossible.

A generation ago, multi-user time-sharing computer systems had a similar problem. Before strong encryption,
users had to rely on password protection to secure their files, placing trust in the system administrator to keep
their information private. Privacy could always be overridden by the admin based on his judgment call weighing the
principle of privacy against other concerns, or at the behest of his superiors. Then strong encryption became
available to the masses, and trust was no longer required. Data could be secured in a way that was physically
impossible for others to access, no matter for what reason, no matter how good the excuse, no matter what.

It's time we had the same thing for money. With e-currency based on cryptographic proof, without the need to trust
a third party middleman, money can be secure and transactions effortless.

One of the fundamental building blocks for such a system is digital signatures. A digital coin contains the public
key of its owner. To transfer it, the owner signs the coin together with the public key of the next owner. Anyone can
check the signatures to verify the chain of ownership. It works well to secure ownership, but leaves one big problem
unsolved: double-spending. Any owner could try to re-spend an already spent coin by signing it again to another
owner. The usual solution is for a trusted company with a central database to check for double-spending, but that
just gets back to the trust model. In its central position, the company can override the users, and the fees needed
to support the company make micropayments impractical.




[bitcoin-dev] Not this again.

satoshi at vistomail.com satoshi at vistomail.com
Thu Dec 10 06:54:46 UTC 2015

e Previous message: [bitcoin-dev] Segregated Witness features wish list

Next message: [bitcoin-dev] Forget dormant UTXOs without confiscating bitcoin
Messages sorted by: [ date | [ thread | [ subject | [ author |

not Craig Wright. We are all Satoshi.

e Previous message: [bitcoin-dev] Segregated Witness features wish list
e Next message: [bitcoin-dev] Forget dormant UTXOs without confiscating bitcoin
o Messages sorted by: [ date | [ thread | [ subject ] [ author ]

More information about the bitcoin-dev mailing list




Blockchain vs. Crypto



Decentralization
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Block 53 Block 54

Block 52

Block 51

Proof of work: Proof of work: Proof of work: Proof of work:
D00 \ Q000000zzxvzx5h O 000000)193xq49

Previous block:
0000009004 1bx

Previous block:
0000008857 vwy

Transacton
Ik54Ifvx

Transacton
09345w1d

Transacton
ved232v32

Transacton
ddSg31bm

Transacton
22qsx987

Transacton
001hk009

Transacton
94ixcv14

Transacton
abb7bxxq

Transacton
34098a

Transacton
555Ibjd12

Alice -> Bob




version

previous block hash Tcl8ed1f7e255adf297599b55
(reversed) ab 78"]30)—1—7|A|11"IOO|JOI:IO|AI|lﬂthlﬁuﬂhl

Merkle root 8a97295a2747b4f1a0b3948d£3990344
(reversed) c0el9faéb2b92b3alfc8ebbadcl41787

timestamp 358b0553
bits 535£0119

nonce 48750833
fransaction count

coinbase transaction

fransaction

Block hash

Q0000000000000 000

Vi

e067a478024addfe
cdc93628978aa52d
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Nonce



Retneve pending
tfransachions seseacacasess
: Block has
Previous |
[ransactions hash (Merkle root

Number of transactions

Transaction | Calculate
Transaction S

Transaction 34
Transaction 54
Transaction 65

Proof of Work
J

S s :
(~10 minutes)

3 Send block and
proof to the node

Bitcoin block

4. Update Blockchain
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Demonstration
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Addresses



Bitcoin Keys

random 256 bit private key WIF private key

-
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. 336dabdCbided e o 0 DETRVuali3tjalyRsZ IX 2K P2
Elliptic / check encode
Curve
DSA | 512 bit public key with prefix
, ’
: 1£8472beb5b7E Thel 160-bit public key hash
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base 58
check encode
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1Bv8dN7pemCON3urfMDdAFReibefrBgCaK



e9873d79c6d87dc0tb6ab>7786333891445321330
3da6120bd671fc233aa33262



7256



directory.io



Transaction A
015BTC

In out

Transaction C
005BTC 003BTC

out |« L in out

.004BTC

Transaction B
003BTC
out |*

+.001 BTC fee




Transaction from Ato B Transaction fomBto C Transaction fom C to D

b contents b contents b contents

A's public key |-’ 1 B's public key |- E C's public key

“....|C’s private key




Security



51% attack



Mining: Proof of Work
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Smart Contracts



Smart Contracts

!

Option contract writtenas i  Contractis partofthe | Parties involved in the
code into a blockchain. public blockchain. i contract are anonymous.

. .
................................................... T T s
v
N

Contract executes itself Regulators use blockchain to
when the conditions are met. : keep an eye on contracts.




> threesig-wallet.sol  *

1 |pragma solidity "0.4.14;

2

3 contract ThreesigWallet {

4

5 mapping (address => uint) public balances;
6 mapping (address => bool) public founders;
7

8 struct Tx {

9 address founder;
10 address destAddr;
11 }
12
13 Tx[] public txs;
14
15 uint256 balance;
16
17 // constructor made of 3 independent wallets
18 function ThreesigWallet(address a, address b, address c) {
19 founders[a] = true;
20 founders[b] = true;
21 founders([c] = true;
22 }
23

24 // preICO contract will send ETHers here
25 function() payable {

26 balance += msg.value;

27 }



Decentralized Applications (DApps)
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Tokens: Usage Token vs. Work Token






Filecoin

EOS

Bancor

The DAO

Amount Raised —

$257 million

$232 million

$185 million
$153 million

$152 million

ICO Dates

08/10/17 - 09/10/17

07/01/17 - 07/14/17

06/26/17 - 06/18/18

06/12/17

05/01/17 - 05/28/17

Project

Decentralized Cloud

Storage

Self-Amending

Distributed Ledger

Smart Contracts

Prediction Markets

Decentralized VC




Private Blockchains



Restrict Mining and /or Access



ImmunoTracker



Amazon: Supply Chain, Proof-of-Provenance



Electronic Voting



How to get started?



Explore the Technology



MultiChain

Private Blockchain Platform

Coin Sciences Ltd
www.multichain.com




