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HTTPS



MTM Attacks



Packet Sniffing

• A form of Man-in-the-Middle attack (MTM) used on LANs to sniff data 
packets coming from machines on the network

• Used in promiscuous mode to obtain all data transmitted rather than 
that data only directed to that machine

source: motherboard.vice.com

https://motherboard.vice.com/en_us/article/jpgmxp/how-to-go-from-0-to-sniffing-packets-in-10-minutes


The $10 Wifi Pineapple

• Hackers set up a parallel wifi network and give it a name that devices 
will likely autoconnect to
• “Harvard University” “Google Starbucks”

• Provide them with wifi internet access and send malicious install data 
or monitor/change all of the data they send to you

• Send them the Cyrillic Alphabet



sources: citizenlab.org, medium.com

https://citizenlab.org/wp-content/uploads/2015/03/new_sites.png
https://cdn-images-1.medium.com/max/1600/0*yoGQJqSWW1Sf2Pqk.


sources: citizenlab.org, medium.com

https://citizenlab.org/wp-content/uploads/2015/03/new_sites.png
https://cdn-images-1.medium.com/max/1600/0*yoGQJqSWW1Sf2Pqk.


DNS Failure

source: google.com

http://www.google.com/


sources: google.com, facebook.com

Content Providers

http://www.google.com/
http://www.facebook.com/


sources: blogspot.com, echr.coe.int

http://4.bp.blogspot.com/-qnZQFRyy3oY/U2BFSMKEFhI/AAAAAAAAe70/-bB2iTSi_Bg/s1600/fourth-amendment.jpg
https://www.echr.coe.int/Documents/Convention_ENG.pdf


source: supremecourt.gov

https://www.supremecourt.gov/opinions/17pdf/16-402_h315.pdf


source: gdpr-info.eu

https://gdpr-info.eu/


International Law on Data Protection

US Law

• Mixed requirements for different 
states and industries

• No need to notify about cookies

EU Law (GDPR)

• Uniform for all companies that 
operate in the EU

• Must notify of cookies use



Cookies

1) You visit Amazon and pick up a tracking cookie

2) You visit a website with a Google Ad on it

3) The Google Ad sees the cookie and sends it to Google which 
recognizes it’s from Amazon

4) Google shows you more Ads for what you were shopping for

Cookies store in order and can store search queries, purchases, zip 
code, location, how many times you’ve seen and ad and/or clicked on it

In the EU, all websites must notify of cookies unlike the US



Impacts of Data Gathering

• Price Discrimination/Customization

• Business Monopoly Information Assymmetries

• Database Hacking
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