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Artificial Intelligence
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Assignment 6
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https://cs50.harvard.edu/hls/2021/winter/assignments/6/


Office Hours
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Final Assignment



privacy, security



secure



passwords





1. 123456
2. 123456789
3. qwerty
4. password
5. 1234567
6. 12345678
7. 12345
8. iloveyou
9. 111111

10. 123123



brute-force
attacks



http://www.youtube.com/watch?v=9R_D-zX3yP8


4-digit passcode



10 × 10 × 10 × 10



10,000



4-letter passcode



52 × 52 × 52 × 52



7,311,616



4-character passcode



94 × 94 × 94 × 94



78,074,896



8-character passcode



94 × 94 × 94 × 94 ×
94 × 94 × 94 × 94



6,095,689,385,410,816















two-factor
authentication







password managers



1password.com
lastpass.com
...

https://www.1password.com/
https://www.lastpass.com/




https://zoom.us/j/5551112222



https://zoom.us/j/5551112222?pwd=######



email







PGP



digital signatures



encryption



secret-key cryptography







HTTPS



public-key cryptography



wireless networks



wired networks



VPNs



hashing



forgot password?



haveibeenpwned.com

http://haveibeenpwned.com/


end-to-end encryption







ransomware



storage













http://www.youtube.com/watch?v=ku5x9Qj-uW4


http://www.youtube.com/watch?v=qs2mtaky1rI


http://www.youtube.com/watch?v=j4aMAO0c9kA


dban.org













full-disk encryption



automatic updates



open-source software



incognito mode



cookies





de-identification
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