Surviving the Internet

esmond_kane@harvard.edu



Disclaimer



Why now?



Beyond passwords



Gmail 2-step verification

Yahoo! second sign-in verification

PayPal Security Key

Facebook Login Approvals

Dropbox two-step verification



Limit



Harden



* Install antivirus software, good free choices:

® Patch your computer to most current level
® Enable Automatic Updates

® Operating System and software patch scanner



® Enable the firewall native to your Operating
System

® Test your firewall
(Windows only)

® Wi-Fi Security

Best security practices



* Encrypt your hard disk

Windows BitLocker
Mac OS X FileVault or

TruCrypt

e Backup your hard disk
Backup both locally AND online
» Windows

» Mac 0OS X

» Commodo Backup (Windows)
» SugarSync

» MozyHome



* Securely erase your hard disk
UCSD Center for Recording Magnetic Research

Darik’s Boot And Nuke (DBAN)

* Encrypt email containing your sensitive data

Hushmail



* Mobile Device Security
Android
i0S
Windows Phone



When (not if)
it all goes horribly wrong



http://ftc.gov/idtheft



No plan survives first contact with the enemy
-Moltke the Elder



Thank you
esmond kane@harvard.edu



