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Python



def	main():	
				print("hello,	world")	

if	__name__	==	"__main__":	
				main()



http://www.symfony-project.org/jobeet/1_2/Propel/en/04

http://www.symfony-project.org/jobeet/1_2/Propel/en/04


flask.pocoo.org



from	flask	import	Flask,	render_template	

app	=	Flask(__name__)	

@app.route("/")	
def	index():	
				return	render_template("index.html")



sqlite.org





CREATE	...	

INSERT	...	

SELECT	...	

UPDATE	...	

DELETE	...	

...



CREATE	TABLE	'registrants'	 
				('id'	INTEGER	PRIMARY	KEY,	'name'	TEXT,	'dorm'	TEXT)	

INSERT	INTO	'registrants'	(name,	dorm) 
				VALUES('David',	'Matthews')	

SELECT	*	FROM	'registrants'	

UPDATE	'registrants'	SET	name	=	'David	Malan'	where	id	=	1	

DELETE	FROM	'registrants'	WHERE	id	=	1	

...



INTEGER	

REAL	

TEXT	

BLOB



date	

time	

datetime	

...



PRIMARY	KEY	

UNIQUE	

INDEX	

NOT	NULL	

FOREIGN	KEY	

...



JOIN	

...



BEGIN	TRANSACTION	

COMMIT	

ROLLBACK



db	=	cs50.SQL("sqlite:///lecture.db")



SQL injection attack









username	=	request.form["username"]	
password	=	request.form["password"]	

db.execute("SELECT	*	FROM	users	 
WHERE	username	=	'{}'	AND	password	=	'{}'".format(username,	password))



username	=	request.form["username"]	
password	=	request.form["password"]	

db.execute("SELECT	*	FROM	users	 
WHERE	username	=	'me@examplemailprovider.com'	AND	password	=	''	OR	'1'	=	'1'")



username	=	request.form["username"]	
password	=	request.form["password"]	

db.execute("SELECT	*	FROM	users	 
WHERE	username	=	'"	+	username	+	"'	AND	password	=	'"	+	password	+	"'"))



username	=	request.form["username"]	
password	=	request.form["password"]	

db.execute("SELECT	*	FROM	users	 
WHERE	username	=	'me@examplemailprovider.com'	AND	password	=	''	OR	'1'	=	'1'")



username	=	request.form["username"]	
password	=	request.form["password"]	

db.execute("SELECT	*	FROM	users	 
WHERE	username	=	:username	AND	password	=	:password",	username=username,	password=password)



username	=	request.form["username"]	
password	=	request.form["password"]	

db.execute("SELECT	*	FROM	users	 
WHERE	username	=	'me@examplemailprovider.com'	AND	password	=	'\'	OR	\'1\'	=	\'1'")



msdn.com



msdn.com



http://xkcd.com/327/

http://xkcd.com/327/
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