


from	cs50	import	eprint





GET	/	HTTP/1.1	
Host:	www.facebook.com	

...	



HTTP/1.1	200	OK	
Content-Type:	text/html	

...	
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C



Python



SQL





sqlite.org





sqlite3



CREATE	...	

INSERT	...	

SELECT	...	

UPDATE	...	

DELETE	...	

...



CREATE	TABLE	'registrants'	 
				('id'	INTEGER	PRIMARY	KEY,	'name'	TEXT,	'dorm'	TEXT)	

INSERT	INTO	"registrants"	("id",	"name",	"dorm")  
				VALUES(1,	'David',	'Matthews')	

SELECT	*	FROM	"registrants"	

UPDATE	"registrants"	SET	"name"	=	'David	Malan'	where	id	=	1	

DELETE	FROM	"registrants"	WHERE	id	=	1	

...
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BLOB		

INTEGER	

NULL	

REAL	

TEXT	



DATETIME	

NUMERIC	

...	





date	

time	

datetime	

...



PRIMARY	KEY	

UNIQUE	

INDEX	

NOT	NULL	

FOREIGN	KEY	

...



JOIN	

...



db	=	cs50.SQL("sqlite:///lecture.db")



BEGIN	TRANSACTION	

COMMIT	

ROLLBACK



SQL injection attack









username	=	request.form.get("username")	
password	=	request.form.get("password")	

db.execute(f"SELECT	*	FROM	users	 
WHERE	username	=	'{username}'	AND	password	=	'{password}'"



username	=	request.form["username"]	
password	=	request.form["password"]	

db.execute("SELECT	*	FROM	users	 
WHERE	username	=	'me@examplemailprovider.com'	AND	password	=	''	OR	'1'	=	'1'")



username	=	request.form["username"]	
password	=	request.form["password"]	

db.execute("SELECT	*	FROM	users	 
WHERE	username	=	:username	AND	password	=	:password",	username=username,	password=password)



username	=	request.form["username"]	
password	=	request.form["password"]	

db.execute("SELECT	*	FROM	users	 
WHERE	username	=	'me@examplemailprovider.com'	AND	password	=	'\'	OR	\'1\'	=	\'1'")
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