




learn how to program in C



learn how to program in Python



learn how to program in SQL



learn how to program in JavaScript



learn how to program



learn how to solve problems



what ultimately matters in this course is not so much where 
you end up relative to your classmates but where 
you end up relative to yourself when you began



hacks.mit.edu/Hacks/by_year/1991/fire_hydrant/ 

https://hacks.mit.edu/Hacks/by_year/1991/fire_hydrant/
































hacks.mit.edu/Hacks/by_year/2022/cs50_duck/ 

https://hacks.mit.edu/Hacks/by_year/2022/cs50_duck/


CS50 Hackathon







CS50 Fair











Install command-line tools
https://developer.apple.com/xcode/ 
https://learn.microsoft.com/en-us/windows/wsl/about 
...

https://developer.apple.com/xcode/
https://learn.microsoft.com/en-us/windows/wsl/about


Learn Git
https://youtu.be/MJUJ4wbFm_A
... 

https://youtu.be/MJUJ4wbFm_A


Download VS Code
https://code.visualstudio.com/ 
https://cs50.readthedocs.io/cs50.dev/ 

https://code.visualstudio.com/
https://cs50.readthedocs.io/cs50.dev/


Host a web site
https://pages.github.com/ 
https://www.netlify.com/ 
...

https://pages.github.com/
https://www.netlify.com/


Host a web app
https://aws.amazon.com/education/awseducate/  
https://azure.microsoft.com/en-us/free/students/ 
https://cloud.google.com/edu/students

https://education.github.com/pack  

https://www.heroku.com/ 
https://vercel.com/ 

...

https://aws.amazon.com/education/awseducate/
https://azure.microsoft.com/en-us/free/students/
https://cloud.google.com/edu/students
https://education.github.com/pack
https://www.heroku.com/
https://vercel.com/


Ask questions
https://www.reddit.com/r/learnprogramming/ 
https://www.reddit.com/r/programming/  
https://stackoverflow.com/ 
https://serverfault.com/ 
https://techcrunch.com/
https://news.ycombinator.com/ 
...

https://www.reddit.com/r/learnprogramming/
https://www.reddit.com/r/programming/
https://stackoverflow.com/
https://serverfault.com/
https://techcrunch.com/
https://news.ycombinator.com/


Ask questions
https://chat.openai.com/ 
https://github.com/features/copilot 
...

https://chat.openai.com/
https://github.com/features/copilot


Take classes
https://cs50.edx.org/python 
https://cs50.edx.org/sql 
https://cs50.edx.org/web
https://cs50.edx.org/ai 
https://cs50.edx.org/games 
https://cs50.edx.org/cybersecurity 

https://cs50.edx.org/business
https://cs50.edx.org/law 
https://cs50.edx.org/technology 

https://cs50.edx.org/python
https://cs50.edx.org/sql
https://cs50.edx.org/web
https://cs50.edx.org/ai
https://cs50.edx.org/games
https://cs50.edx.org/cybersecurity
https://cs50.edx.org/business
https://cs50.edx.org/law
https://cs50.edx.org/technology


Stay in touch
cs50.harvard.edu/communities

https://cs50.harvard.edu/communities


Thank you













http://www.youtube.com/watch?v=mofAEZ6fWLc


cybersecurity



passwords



1. 123456
2. admin
3. 12345678
4. 123456789
5. 1234
6. 12345
7. password
8. 123
9. Aa123456

10. 1234567890



● iloveyou
● qwertyuiop
● P@ssw0rd
● ********



brute-force attacks



4-digit passcode



4-digit passcode



10 × 10 × 10 × 10



10,000



4-letter passcode



52 × 52 × 52 × 52



7,311,616



4-character passcode



94 × 94 × 94 × 94



78,074,896



8-character passcode



94 × 94 × 94 × 94 × 94 × 94 × 94 × 94



6,095,689,385,410,816







password managers



● Apple iCloud Keychain
● Google Password Manager
● Microsoft Credential Manager
● ...



two-factor authentication



one-time passwords









hashing



alice:apple

bob:banana

…



hash functioninput →   → output



fx →   → f (x)



password →   → hash



apple →   → 1



apple →   → ..ekWXa83dhiA



banana →   → 2



banana →   → ..ZS4zkCo/P7E



alice:apple

bob:banana

…



alice:..ekWXa83dhiA

bob:..ZS4zkCo/P7E

…



alice:$y$j9T$DIXfskUxbz6we5RbfdPCz0$zFd93JMuTyEJHrdIf.6bZ8Rbw4otHvybdOuLn.eD.s3
bob:$y$j9T$ty3B9GwDhm4f6zQIgm9uL.$SbFq.iSFt48A5iQlue8DtUd.57KaBN1tIEdLPmtEjwC
…



rainbow table



password hash



alice:apple

bob:banana

carol:cherry

charlie:cherry

…



alice:..ekWXa83dhiA

bob:..ZS4zkCo/P7E

carol:..rj98gxDTYfM

charlie:..rj98gxDTYfM

…



alice:..ekWXa83dhiA

bob:..ZS4zkCo/P7E

carol:..rj98gxDTYfM

charlie:..rj98gxDTYfM

…



cherry →   → ..rj98gxDTYfM



salting



password →   → hash
salt →  



cherry →  
50 →  



cherry →   → 50kbbTM.xAinU
50 →  



cherry →   → 50kbbTM.xAinU
50 →  



cherry →   → 50kbbTM.xAinU
50 →  



cherry →   → 493vg4DKt4MKg
49 →  



cherry →   → 493vg4DKt4MKg
49 →  



cryptography



cipherplaintext →   → ciphertext
key →  



cipherciphertext →   → plaintext
key →  



secret-key cryptography



symmetric cryptography



 A →   → B
1 →  



asymmetric cryptography



public-key cryptography



plaintext →   → ciphertext
public key →  



ciphertext →   → plaintext
private key →  



HTTPS



passkeys



challenge →   → signature
private key →  



signature →   → challenge
public key →  



end-to-end encryption









deletion



0000000000000000000000000000000000000001111111111111111111111111111111110000011111111111110000000000000
0000000000000000000000000000000000000001111111111111111111111111110111000000000011111111100000000000000
0000000000000000000000000000000000000001111111111111111111111111111111100000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111111000000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111100000000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111111000000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111111111111000000111111000000000000000
0000000000000000000000000000000000000011111111111111111111111111011111111111111000011110000000000000000
0000000000000000000000000000000000000001111111111111111111111111000111111111111100011110000000000000000
0000000000000000000000000000000000000001111111111111111111111111000011111111110000011100000000000000000
0000000000000000000000000000000000001111100001111111111111111110000000000000000000011100000000000000000
0000000000000000000000000000000000001111100011111111111111111110000000000000000000000010000000000000000
0000000000000000000000000000000000001111111111111111111111111111110000000000000000000001000000000000000
0000000000000000000000000000000000000111111111111111111111111111111000000000000000011000000000000000000
0000000000000000000000000000000000000011111111111111111111111110000000000000000000001000000000000000000
0000000000000000000000000000000000000001111111111111111111111110000000000000000000000000000000000000000
0000000000000000000000000000000000000000000011111111111111111111110000000000000000000000000000000000000
0000000000000000000000000000000000000000000011111111111111111111111111000000000000000000000000000000000
0000000000000000000000000000000000000000000001111111111111111111111000100000000000000000000000000000000
0000000000000000000000000000000000000000000001111111111111111111110000000000000000000000000000000000000
0000000000000000000000000000000000000000000000111111111111111111110000000000000000000000000000000000000
0000000000000000000000000000000000000000000000111111111111111110000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000111111111111111111000000000000000011110000000000000000000
0000000000000000000000000000000000000000000000111111111111111111111111000000000001111111000000000000000
0000000000000000000000000000000000000000000011111111111111111111111110000000000001111111111111111100000
0000000000000000000000000000000000000000000111111111111111111111110000000000010000111111111111111111111



0000000000000000000000000000000000000001111111111111111111111111111111110000011111111111110000000000000
0000000000000000000000000000000000000001111111111111111111111111110111000000000011111111100000000000000
0000000000000000000000000000000000000001111111111111111111111111111111100000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111111000000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111100000000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111111000000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111111111111000000111111000000000000000
0000000000000000000000000000000000000011111111111111111111111111011111111111111000011110000000000000000
0000000000000000000000000000000000000001111111111111111111111111000111111111111100011110000000000000000
0000000000000000000000000000000000000001111111111111111111111111000011111111110000011100000000000000000
0000000000000000000000000000000000001111100001111111111111111110000000000000000000011100000000000000000
0000000000000000000000000000000000001111100011111111111111111110000000000000000000000010000000000000000
0000000000000000000000000000000000001111111111111111111111111111110000000000000000000001000000000000000
0000000000000000000000000000000000000111111111111111111111111111111000000000000000011000000000000000000
0000000000000000000000000000000000000011111111111111111111111110000000000000000000001000000000000000000
0000000000000000000000000000000000000001111111111111111111111110000000000000000000000000000000000000000
0000000000000000000000000000000000000000000011111111111111111111110000000000000000000000000000000000000
0000000000000000000000000000000000000000000011111111111111111111111111000000000000000000000000000000000
0000000000000000000000000000000000000000000001111111111111111111111000100000000000000000000000000000000
0000000000000000000000000000000000000000000001111111111111111111110000000000000000000000000000000000000
0000000000000000000000000000000000000000000000111111111111111111110000000000000000000000000000000000000
0000000000000000000000000000000000000000000000111111111111111110000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000111111111111111111000000000000000011110000000000000000000
0000000000000000000000000000000000000000000000111111111111111111111111000000000001111111000000000000000
0000000000000000000000000000000000000000000011111111111111111111111110000000000001111111111111111100000
0000000000000000000000000000000000000000000111111111111111111111110000000000010000111111111111111111111



0000111010101100000011011011101101101111110111000101000100111000011100010111010110100010101100001111010
1111110110100111001100011000010111100011000001010101000011000011110001010010101101110011110111001100001
1101010000010110010101011111011011000110011000110111110101010111010110000101101100011010011111010011010
0011101010010000101111111001111101101110111001111011110111111111110100011001101100110110111100111110000
1011101001101101111011001101100000001000101101111110110111110111011100111001101100101101100001111010001
1010011011101001110111100001011111000001001100100001101110101101001011100011101100010101011100100101100
1000001100000111000011101110111010000110110101001000110001101001100010100101110010100100101011000100010
0010111000011000100001101000001101111011100111110001001111111111100110100000100100111110001011011001011
0000000000000000000000000000000000000001111111111111111111111111000111111111111100011110000000000000000
0000000000000000000000000000000000000001111111111111111111111111000011111111110000011100000000000000000
0000000000000000000000000000000000001111100001111111111111111110000000000000000000011100000000000000000
0000000000000000000000000000000000001111100011111111111111111110000000000000000000000010000000000000000
0000000000000000000000000000000000001111111111111111111111111111110000000000000000000001000000000000000
0000000000000000000000000000000000000111111111111111111111111111111000000000000000011000000000000000000
0000000000000000000000000000000000000011111111111111111111111110000000000000000000001000000000000000000
0000000000000000000000000000000000000001111111111111111111111110000000000000000000000000000000000000000
0000000000000000000000000000000000000000000011111111111111111111110000000000000000000000000000000000000
0000000000000000000000000000000000000000000011111111111111111111111111000000000000000000000000000000000
0000000000000000000000000000000000000000000001111111111111111111111000100000000000000000000000000000000
0000000000000000000000000000000000000000000001111111111111111111110000000000000000000000000000000000000
0000000000000000000000000000000000000000000000111111111111111111110000000000000000000000000000000000000
0000000000000000000000000000000000000000000000111111111111111110000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000111111111111111111000000000000000011110000000000000000000
0000000000000000000000000000000000000000000000111111111111111111111111000000000001111111000000000000000
0000000000000000000000000000000000000000000011111111111111111111111110000000000001111111111111111100000
0000000000000000000000000000000000000000000111111111111111111111110000000000010000111111111111111111111



secure deletion



0000000000000000000000000000000000000001111111111111111111111111111111110000011111111111110000000000000
0000000000000000000000000000000000000001111111111111111111111111110111000000000011111111100000000000000
0000000000000000000000000000000000000001111111111111111111111111111111100000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111111000000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111100000000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111111000000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111111111111000000111111000000000000000
0000000000000000000000000000000000000011111111111111111111111111011111111111111000011110000000000000000
0000000000000000000000000000000000000001111111111111111111111111000111111111111100011110000000000000000
0000000000000000000000000000000000000001111111111111111111111111000011111111110000011100000000000000000
0000000000000000000000000000000000001111100001111111111111111110000000000000000000011100000000000000000
0000000000000000000000000000000000001111100011111111111111111110000000000000000000000010000000000000000
0000000000000000000000000000000000001111111111111111111111111111110000000000000000000001000000000000000
0000000000000000000000000000000000000111111111111111111111111111111000000000000000011000000000000000000
0000000000000000000000000000000000000011111111111111111111111110000000000000000000001000000000000000000
0000000000000000000000000000000000000001111111111111111111111110000000000000000000000000000000000000000
0000000000000000000000000000000000000000000011111111111111111111110000000000000000000000000000000000000
0000000000000000000000000000000000000000000011111111111111111111111111000000000000000000000000000000000
0000000000000000000000000000000000000000000001111111111111111111111000100000000000000000000000000000000
0000000000000000000000000000000000000000000001111111111111111111110000000000000000000000000000000000000
0000000000000000000000000000000000000000000000111111111111111111110000000000000000000000000000000000000
0000000000000000000000000000000000000000000000111111111111111110000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000111111111111111111000000000000000011110000000000000000000
0000000000000000000000000000000000000000000000111111111111111111111111000000000001111111000000000000000
0000000000000000000000000000000000000000000011111111111111111111111110000000000001111111111111111100000
0000000000000000000000000000000000000000000111111111111111111111110000000000010000111111111111111111111



0000000000000000000000000000000000000001111111111111111111111111111111110000011111111111110000000000000
0000000000000000000000000000000000000001111111111111111111111111110111000000000011111111100000000000000
0000000000000000000000000000000000000001111111111111111111111111111111100000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111111000000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111100000000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111111000000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111111111111000000111111000000000000000
0000000000000000000000000000000000000011111111111111111111111111011111111111111000011110000000000000000
0000000000000000000000000000000000000001111111111111111111111111000111111111111100011110000000000000000
0000000000000000000000000000000000000001111111111111111111111111000011111111110000011100000000000000000
0000000000000000000000000000000000001111100001111111111111111110000000000000000000011100000000000000000
0000000000000000000000000000000000001111100011111111111111111110000000000000000000000010000000000000000
0000000000000000000000000000000000001111111111111111111111111111110000000000000000000001000000000000000
0000000000000000000000000000000000000111111111111111111111111111111000000000000000011000000000000000000
0000000000000000000000000000000000000011111111111111111111111110000000000000000000001000000000000000000
0000000000000000000000000000000000000001111111111111111111111110000000000000000000000000000000000000000
0000000000000000000000000000000000000000000011111111111111111111110000000000000000000000000000000000000
0000000000000000000000000000000000000000000011111111111111111111111111000000000000000000000000000000000
0000000000000000000000000000000000000000000001111111111111111111111000100000000000000000000000000000000
0000000000000000000000000000000000000000000001111111111111111111110000000000000000000000000000000000000
0000000000000000000000000000000000000000000000111111111111111111110000000000000000000000000000000000000
0000000000000000000000000000000000000000000000111111111111111110000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000111111111111111111000000000000000011110000000000000000000
0000000000000000000000000000000000000000000000111111111111111111111111000000000001111111000000000000000
0000000000000000000000000000000000000000000011111111111111111111111110000000000001111111111111111100000
0000000000000000000000000000000000000000000111111111111111111111110000000000010000111111111111111111111



0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000111111111111111111111111111111000000000000000011000000000000000000
0000000000000000000000000000000000000011111111111111111111111110000000000000000000001000000000000000000
0000000000000000000000000000000000000001111111111111111111111110000000000000000000000000000000000000000
0000000000000000000000000000000000000000000011111111111111111111110000000000000000000000000000000000000
0000000000000000000000000000000000000000000011111111111111111111111111000000000000000000000000000000000
0000000000000000000000000000000000000000000001111111111111111111111000100000000000000000000000000000000
0000000000000000000000000000000000000000000001111111111111111111110000000000000000000000000000000000000
0000000000000000000000000000000000000000000000111111111111111111110000000000000000000000000000000000000
0000000000000000000000000000000000000000000000111111111111111110000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000111111111111111111000000000000000011110000000000000000000
0000000000000000000000000000000000000000000000111111111111111111111111000000000001111111000000000000000
0000000000000000000000000000000000000000000011111111111111111111111110000000000001111111111111111100000
0000000000000000000000000000000000000000000111111111111111111111110000000000010000111111111111111111111



full-disk encryption



0000000000000000000000000000000000000001111111111111111111111111111111110000011111111111110000000000000
0000000000000000000000000000000000000001111111111111111111111111110111000000000011111111100000000000000
0000000000000000000000000000000000000001111111111111111111111111111111100000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111111000000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111100000000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111111000000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111111111111000000111111000000000000000
0000000000000000000000000000000000000011111111111111111111111111011111111111111000011110000000000000000
0000000000000000000000000000000000000001111111111111111111111111000111111111111100011110000000000000000
0000000000000000000000000000000000000001111111111111111111111111000011111111110000011100000000000000000
0000000000000000000000000000000000001111100001111111111111111110000000000000000000011100000000000000000
0000000000000000000000000000000000001111100011111111111111111110000000000000000000000010000000000000000
0000000000000000000000000000000000001111111111111111111111111111110000000000000000000001000000000000000
0000000000000000000000000000000000000111111111111111111111111111111000000000000000011000000000000000000
0000000000000000000000000000000000000011111111111111111111111110000000000000000000001000000000000000000
0000000000000000000000000000000000000001111111111111111111111110000000000000000000000000000000000000000
0000000000000000000000000000000000000000000011111111111111111111110000000000000000000000000000000000000
0000000000000000000000000000000000000000000011111111111111111111111111000000000000000000000000000000000
0000000000000000000000000000000000000000000001111111111111111111111000100000000000000000000000000000000
0000000000000000000000000000000000000000000001111111111111111111110000000000000000000000000000000000000
0000000000000000000000000000000000000000000000111111111111111111110000000000000000000000000000000000000
0000000000000000000000000000000000000000000000111111111111111110000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000111111111111111111000000000000000011110000000000000000000
0000000000000000000000000000000000000000000000111111111111111111111111000000000001111111000000000000000
0000000000000000000000000000000000000000000011111111111111111111111110000000000001111111111111111100000
0000000000000000000000000000000000000000000111111111111111111111110000000000010000111111111111111111111



0000111010101100000011011011101101101111110111000101000100111000011100010111010110100010101100001111010
1111110110100111001100011000010111100011000001010101000011000011110001010010101101110011110111001100001
1101010000010110010101011111011011000110011000110111110101010111010110000101101100011010011111010011010
0011101010010000101111111001111101101110111001111011110111111111110100011001101100110110111100111110000
1011101001101101111011001101100000001000101101111110110111110111011100111001101100101101100001111010001
1010011011101001110111100001011111000001001100100001101110101101001011100011101100010101011100100101100
1000001100000111000011101110111010000110110101001000110001101001100010100101110010100100101011000100010
0010111000011000100001101000001101111011100111110001001111111111100110100000100100111110001011011001011
0011000000001111011011110101110110100100010100001001000010001010101101000001010001010110001000100100100
0001110100110110011100011101111110011001001100100101000100111111001000100111110101111111111110110111101
1110011010111000101000011001001010111011100101000000011011100001010101011001110100001000000001100100001
0010100101000111001101001111001000111101001111000001111011001011001011111010110101100000110100100101111
0011000010111011010110111011000100110110111100111000100111001111011110001011111011000110000100010001110
1110110100111001100111110001001011000111111101100000000001001000100110100010100101010101100011000000100
1001111010000111100101111000011010011010111010100101111011100101111111000011011011010010000101010110111
0010100101001110001101111101011110111001011110001111010001000011101110011000010010111010011100110010010
0111010000111011010100000100011111110111001010011011011001101111010001100100001110000010101010000101000
0100111100101000001000001001001101111001010001000010110011111111100110101001100001111011011100111101010
1010000001110011001000000101010010000100110000011111110110001101111111101101111001100100001111010010001
1011011100000011101111101111100011100001101110001010110100110000000011100010110100110110000000001111101
1001101100100100110100110110111111100001111000011100000101001010011011111110011001010011001010010110101
0111010000101101110001110111110011110011100110101100000011001110100101111000010001011100001001001010100
1111010100111110100011001110000000101101001000111000101000101101001101011011011011111101011000001101111
0110101111010000101100110100100101010101100000000010110001101111000010011100101010110100001011100001010
0110001111000100001101111011111010001010011111111110000111000000101011001111000110010000011110110100101
0110111100100110010010011011111100100110110101000111111100010110000001001001001101011100001101001011101



● BitLocker
● FileVault

● ...



ransomware



"Problem Set 10"
1. Start using a password manager or passkeys
2. Start using two-factor authentication
3. Start using (end-to-end) encryption








