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Securing Data



Passwords



alice:apple
bob:banana
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bob:banana



Hashing

password — hash
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apple — — . .ekiWXa83dhiA




banana — > ,.Z2S4zkCo/P7E




cherry — — . .rj98gxDTYM




alice:apple
bob:banana



alice:..ekiWXa83dhiA
bob:..Z54zkCo/P7E



Dictionary Attacks



Brute-Force Attacks



Rainbow Tables



alice:apple
bob:banana
carol:cherry
charlie:cherry



alice:..ekWXa83dhiA
bob:..ZS4zkCo/P7E
carol:..rj98gxDTYfM
charlie:..rj98gxDTYM



Salting



salt :t
password — hash







cherry —
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cherry
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cherry — 50kbbTM. xAinU




50 j
cherry — 50kbbTM. xAinU




50 j
cherry — 50kbbTM. xA1inU




49 j
cherry — 493vg4DKt4MKg




49 j
cherry — 493vg4DKt4MKg




alice:..ekWXa83dhiA
bob:..ZS4zkCo/P7E
carol:50kbbTM.xAinU
charlie:493vg4DKt4MKg



alice:$y$joT$DIXFskUxbz6we5RbfdPCz0$zFd93IMUTYEIHrdIf.6bZ8Rbw4otHvybdOuLn.eD.s3
bob:$y$j9T$ty3BOGWDhm4f6zQIgmoul . $SbFq.iSFt48A5iQlue8DtUd.57KaBN1tIEdLPmtEjwC
carol:$y$j9T$hq0Zx704TsOwyCx0/Yct5/$bMgofMat6jn0ZFS.gT8jXw7gGI1SM5L1IDjR77cm. xt2
charlie:$y$j9T$wf55sBgrtzfj2K.2kcVvod. $gzmxkKEQRkVKoCHwWOdvYefnT/XZ4VyS9syl1QNEeM7Kr6



18,446,744,073,709,551,616



115,792,089,237,316,195,
423,570,985,008,687,907,
853,269,984,665,640,564,
039,457,584,007,913,129,

639,936



Google

Welcome

Enter your password

[[] show password

Forgot password?



Google

Welcome

Enter your password

[[] Show password

[ Forgot password?




"Verifiers SHALL store memorized secrets in a form that is
resistant to offline attacks. Memorized secrets SHALL be
salted and hashed using a suitable one-way key derivation
function... Their purpose is to make each password guessing
trial by an attacker who has obtained a password hash file
expensive and therefore the cost of a guessing attack high or
prohibitive. "



SHA-224
SHA-256
SHA-384
SHA-512
SHA-512/224
SHA-512/256
SHA3-224
SHA3-256
SHA3-384
SHA3-512



CMAC
HMAC
KMAC



One-Way Hash Functions

arbitrary length — fixed length



Cryptographic Hash Functions

arbitrary length — fixed length



Cryptography



Codes



187

Code word
c

Cs
Can
Canon .-
Canonbit -
Canonbone
Canoness

C:

Canonry
Canonship
Canopied
s $

Cantabile .
Cantabrian
Cantalev
Cantaloupe
Cantar._ .
Cantaro.
Cantata.

Cantation. ..

Cantatory.
Cantatrice ..
Canted___
Canteen .
Canteens.
Canter

AUTHORIpy

Cod
No Mess; 3
187 " Oty
frug Ty,
Authority—Conts 5
00 | Give them aygiued
01 Give »\'H'lzl(ll)lr\)*zl“b
02 | Given authopip ity
Great authority
ﬁ:u authority °
as no authorj
f Has not ;.uuulql{'f"
Have authority 4
Have authority ¢,
09 Have authority e
10 Have no ;umn‘n-yti»
11 | Have no othey author
12 Have they authop it
13 Have we 'mrhun’t’}
14 Have you :mthuni\y

He has authority 5

I have aut hm}ilrtg f‘].l(nm
If they have :m‘rhm-;]ru
If we have authority
If you have umhm.i;;’ -
Must have :nnhm'ity)
No authority
No :mﬂnn-ir:\» h:
Obtain author
On our autho:
On the authori
On their authority
On what authori
On whose authority

On your authority
Our authority
Published by authority
Some authority

Special authority

The authority

Their authority

They have authority
They have no authority
Verbal authority
What is their authority
What is your authority
Who is your authority
With authority

With our authority
With their authority
With your authority
Without authority
‘Without our authority
Without their authority
‘Without your authority

()
3

'S
N

4]

=

Cantor
Canto

Gl G
(Canton: 2
Cantor a
Cantor: 2
Cantor’ %
Cantor e
(Cantrap =
Cantrip - 8

AUT

HORITY

e or true reading-

Mess:

Continued

authority .
587 nthority

Author
N0
})J:: ;)n-y authorize
Do you u_nrhmm
f:ul(]ml']'{:n
hey autho:
%‘ll;:i' will not aut:
To ;inthulng_‘z‘
7ill authorize |
2}7:” not authorize
Wwill you authorize
Authorized
~Am authorized to
Are authorized to
Are not authorized to
‘Are they author ed to
‘Are we authorized to
Are you authorized to
Duly authorized
Is authorized
Is he authorized
Ts not authorized

horize

Capable_
Capacified
Capacifies
Capacify

T494—13

No more authorized

Not authorized

Not authorized to

Properly authorized

They are authorized to

They are not authorized to
Was authorized

‘Was not authorized

We are authorized to

‘We are not authorized to

You are authorized

You are authorized to

authorized to assure
You are authorized to convey
You are authorized to state
You are hereby authorized
Xou are hereby authorized to
You are not authorized
| Authorizes




Encode

plaintext — codetext



Decode

codetext — plaintext



Ciphers












Encipher

plaintext — ciphertext



Encrypt

plaintext — ciphertext



Encryption

plaintext — ciphertext



Decipher

ciphertext — plaintext



Decrypt

ciphertext — plaintext



Decryption

ciphertext — plaintext



Keys



Secret-Key Cryptography



Secret-Key Encryption



Symmetric-Key Encryption






key :t
plaintext — ciphertext
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OR FHER GB QEVAX LBHE BINYGVAR



Decrypting



key :t
ciphertext — plaintext







OR FHER GB QEVAX LBHE BINYGVAR



Cryptanalysis



OR FHER GB QEVAX LBHE BINYGVAR



BE SURE TO DRINK YOUR OVALTINE



AES
Triple DES



Public-Key Cryptography



Diffie-Hellman
\Y [@)V]
RSA



Public-Key Encryption



Asymmetric-Key Encryption






oublic key j
plaintext — ciphertext




private key :t
ciphertext — plaintext




RSA

n=p-4q



RSA

c =m°modn
m=c?mod n



Key Exchange



Diffie-Hellman

A=g%modp
B=g’modp



Diffie-Hellman

s=B%modp
s=A’modp



Diffie-Hellman

s=g%modp



Digital Signatures



DSA
ECDSA
RSA



Sign



message —¢ — hash




private key :t
hash — signature




Verify



message —¢ — hash




sublic key j
signature — hash




Passkeys



WebAuthn



private key :t
challenge — signature




oublic key j
signature — challenge




Encryption in Transit

Alice < Eve <« Bob



End-to-End Encryption

Alice < Bob



Deletion












0000000000000000000000000000000000000001111111111111111111111111111111110000011111111111110000000000000
0000000000000000000000000000000000000001111111111111111111111111110111000000000011111111100000000000000
0000000000000000000000000000000000000001111111111111111111111111111111100000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111111000000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111100000000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111111000000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111111111111000000111111000000000000000
0000000000000000000000000000000000000011111111111111111111111111011111111111111000011110000000000000000
0000000000000000000000000000000000000001111111111111111111111111600111111111111100011110000000000000000
00000000000000000000000000000000V0VV0V1111111111111111111111111000011111111110000011100000000000000000
00000000000000000000000000000000000011111000011111111111111111100000000000000000000111000000000000V0000
000000000000000000000000000000000000111110001111111111111111111000000000000000000VVV0100000VVVVBCVBLD
00000000000000000000000000000000000011111111111111111111111111111100000000000000000000010000000C0VB00
00000000000000000000000000000000000001111111111111111111111111111110000000000000000110000000000C0VB00
0000000000000000000000000000000000000011111111111111111111111110000000000000000000VA10000000VVVVBYBLVD
0000000000000000000000000000000000000001111111111111111111111110000000000000000VVVLOVBCVLVVVVRVBLYD
00000000000000000000000000VVVVVVBVVVVVVVVVN111111111111111111111100000000000000VVLOVBCVCVVVVVRYBLYD
00000000000000000000000000VVVVVVBVVVVVVVVVN11111111111111111111111111000000000000000VVVVCVVVRBYBLD
00000000000000000000000000VVVVVVBVVVVVVVRVR011111111111111111111110001000000000000C0VBVVCVVVVRVBLD
0000000000000000000000000VVVVVVVBVVVVVVVVVNA111111111111111111111000000000000000VLVVBVVCVVVVRYBLYD
0000000000000000000000000VVVVVVVBVVVVVVVVVRRV1111111111111111111100000000000000VVCVVBVVLVVVVVBBVBLYD
0000000000000000000000000VVVVVVVBVVVVVVVVVRRV1111111111111111100000000000000CVVVVVLOVBVVBRVVLVRBYBLYD
0000000000000000000000000VVVVVVVBVVVVVVVVVRRV1111111111111111110000000000000000111100000000000VC0VB000
0000000000000000000000000VVVVVVYBVVVVVVVVVRRV111111111111111111111111000000000001111111000000000000000
00000000000000000000000000VVVV0VRVVVVVVVVVN11111111111111111111111110000000000001111111111111111100000
00000000000000000000000000000000VVVVVVVVVRV111111111111111111111110000000000010000111111111111111111111
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0000000000000000000000000VVVVVVVBVVVVVVVVVNA111111111111111111111000000000000000VLVVBVVCVVVVRYBLYD
0000000000000000000000000VVVVVVVBVVVVVVVVVRRV1111111111111111111100000000000000VVCVVBVVLVVVVVBBVBLYD
0000000000000000000000000VVVVVVVBVVVVVVVVVRRV1111111111111111100000000000000CVVVVVLOVBVVBRVVLVRBYBLYD
0000000000000000000000000VVVVVVVBVVVVVVVVVRRV1111111111111111110000000000000000111100000000000VC0VB000
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0000000000000000VVVVVVVVVYVVVVVRRRVVVRVVRV111111111111111111111110000000000010000111111111111111111111
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00000000000000000000000000VVVVVVBVVVVVVVRVR011111111111111111111110001000000000000C0VBVVCVVVVRVBLD
0000000000000000000000000VVVVVVVBVVVVVVVVVNA111111111111111111111000000000000000VLVVBVVCVVVVRYBLYD
0000000000000000000000000VVVVVVVBVVVVVVVVVRRV1111111111111111111100000000000000VVCVVBVVLVVVVVBBVBLYD
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0000000000000000000000000VVVVVVVBVVVVVVVVVRRV1111111111111111110000000000000000111100000000000VC0VB000
0000000000000000000000000VVVVVVYBVVVVVVVVVRRV111111111111111111111111000000000001111111000000000000000
00000000000000000000000000VVVV0VRVVVVVVVVVN11111111111111111111111110000000000001111111111111111100000
00000000000000000000000000000000VVVVVVVVVRV111111111111111111111110000000000010000111111111111111111111



0000000000000V 1111111111111111111111111111111110000011111111111110000000000000
0000000000000V 1111111111111111111111111110111000000000011111111100000000000000
0000000000000V 1111111111111111111111111111111100000000000111111100000000000000
000000000000000VVVVVVVVVYVVVRVRVRRVVV11111111111111111111111111111111000000000000111111100000000000000
000000000000000VVVVVVVVVYVVVRVRVRRVVV11111111111111111111111111111100000000000000111111100000000000000
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000000000000000VVVVVVVVVVYVVVRVRVRRVVV11111111111111111111111111011111111111111000011110000000000000000
0000000000000V 11111111111111111111111110600111111111111100011110000000000000000
0000000000000V 11111111111111111111111110600011111111110000011100000000000000000
0000000000000V 111110000111111111111111111000000000000VVVCVVVV1110000000VVLVCBLO
0000000000000V VVVVVVRVVVRVN111110001111111111111111111000000000000VVVCVVVVLVR10000VVLVLVBBRA
0000000000000000VVVVVVVVVYRVVRVRVRV11111111111111111111111111111100000000000000VVVCCO100000VVVVRBLVO
00000000000000000000000000000000000001111111111111111111111111111110000000000000000110000000000C0VB00
0000000000000000000000000000000000000011111111111111111111111110000000000000000000VA10000000VVVVBYBLVD
0000000000000000000000000000000000000001111111111111111111111110000000000000000VVVLOVBCVLVVVVRVBLYD
00000000000000000000000000VVVVVVBVVVVVVVVVN111111111111111111111100000000000000VVLOVBCVCVVVVVRYBLYD
00000000000000000000000000VVVVVVBVVVVVVVVVN11111111111111111111111111000000000000000VVVVCVVVRBYBLD
00000000000000000000000000VVVVVVBVVVVVVVRVR011111111111111111111110001000000000000C0VBVVCVVVVRVBLD
0000000000000000000000000VVVVVVVBVVVVVVVVVNA111111111111111111111000000000000000VLVVBVVCVVVVRYBLYD
0000000000000000000000000VVVVVVVBVVVVVVVVVRRV1111111111111111111100000000000000VVCVVBVVLVVVVVBBVBLYD
0000000000000000000000000VVVVVVVBVVVVVVVVVRRV1111111111111111100000000000000CVVVVVLOVBVVBRVVLVRBYBLYD
0000000000000000000000000VVVVVVVBVVVVVVVVVRRV1111111111111111110000000000000000111100000000000VC0VB000
0000000000000000000000000VVVVVVYBVVVVVVVVVRRV111111111111111111111111000000000001111111000000000000000
0000000000000V VVVYVVVVVRVRRVVVRVRVA11111111111111111111111110000000000001111111111111111100000
0000000000000000VVVVVVVVVYVVVVVRRRVVVRVVRV111111111111111111111110000000000010000111111111111111111111



00000000000000000000000000000000000001111111111111111111111111111110000000000000000110000000000C0VB00
0000000000000000000000000000000000000011111111111111111111111110000000000000000000VA10000000VVVVBYBLVD
0000000000000000000000000000000000000001111111111111111111111110000000000000000VVVLOVBCVLVVVVRVBLYD
00000000000000000000000000VVVVVVBVVVVVVVVVN111111111111111111111100000000000000VVLOVBCVCVVVVVRYBLYD
00000000000000000000000000VVVVVVBVVVVVVVVVN11111111111111111111111111000000000000000VVVVCVVVRBYBLD
00000000000000000000000000VVVVVVBVVVVVVVRVR011111111111111111111110001000000000000C0VBVVCVVVVRVBLD
0000000000000000000000000VVVVVVVBVVVVVVVVVNA111111111111111111111000000000000000VLVVBVVCVVVVRYBLYD
0000000000000000000000000VVVVVVVBVVVVVVVVVRRV1111111111111111111100000000000000VVCVVBVVLVVVVVBBVBLYD
0000000000000000000000000VVVVVVVBVVVVVVVVVRRV1111111111111111100000000000000CVVVVVLOVBVVBRVVLVRBYBLYD
0000000000000000000000000VVVVVVVBVVVVVVVVVRRV1111111111111111110000000000000000111100000000000VC0VB000
0000000000000000000000000VVVVVVYBVVVVVVVVVRRV111111111111111111111111000000000001111111000000000000000
00000000000000000000000000VVVV0VRVVVVVVVVVN11111111111111111111111110000000000001111111111111111100000
00000000000000000000000000000000VVVVVVVVVRV111111111111111111111110000000000010000111111111111111111111



0000000000000V 1111111111111111111111111111111110000011111111111110000000000000
0000000000000V 1111111111111111111111111110111000000000011111111100000000000000
0000000000000V 1111111111111111111111111111111100000000000111111100000000000000
000000000000000VVVVVVVVVYVVVRVRVRRVVV11111111111111111111111111111111000000000000111111100000000000000
000000000000000VVVVVVVVVYVVVRVRVRRVVV11111111111111111111111111111100000000000000111111100000000000000
000000000000000VVVVVVVVVYVVVRVRVRVVV11111111111111111111111111111111000000000000111111100000000000000
0000000000000000VVVVVVVVYYRVVRVRVRRVVV11111111111111111111111111111111111111000000111111000000000000000
000000000000000VVVVVVVVVVYVVVRVRVRRVVV11111111111111111111111111011111111111111000011110000000000000000
0000000000000V 11111111111111111111111110600111111111111100011110000000000000000
0000000000000V 11111111111111111111111110600011111111110000011100000000000000000
0000000000000V 111110000111111111111111111000000000000VVVCVVVV1110000000VVLVCBLO
0000000000000V VVVVVVRVVVRVN111110001111111111111111111000000000000VVVCVVVVLVR10000VVLVLVBBRA
0000000000000000VVVVVVVVVYRVVRVRVRV11111111111111111111111111111100000000000000VVVCCO100000VVVVRBLVO
00000000000000000000000000000000000001111111111111111111111111111110000000000000000110000000000C0VB00
0000000000000000000000000000000000000011111111111111111111111110000000000000000000VA10000000VVVVBYBLVD
0000000000000000000000000000000000000001111111111111111111111110000000000000000VVVLOVBCVLVVVVRVBLYD
00000000000000000000000000VVVVVVBVVVVVVVVVN111111111111111111111100000000000000VVLOVBCVCVVVVVRYBLYD
00000000000000000000000000VVVVVVBVVVVVVVVVN11111111111111111111111111000000000000000VVVVCVVVRBYBLD
00000000000000000000000000VVVVVVBVVVVVVVRVR011111111111111111111110001000000000000C0VBVVCVVVVRVBLD
0000000000000000000000000VVVVVVVBVVVVVVVVVNA111111111111111111111000000000000000VLVVBVVCVVVVRYBLYD
0000000000000000000000000VVVVVVVBVVVVVVVVVRRV1111111111111111111100000000000000VVCVVBVVLVVVVVBBVBLYD
0000000000000000000000000VVVVVVVBVVVVVVVVVRRV1111111111111111100000000000000CVVVVVLOVBVVBRVVLVRBYBLYD
0000000000000000000000000VVVVVVVBVVVVVVVVVRRV1111111111111111110000000000000000111100000000000VC0VB000
0000000000000000000000000VVVVVVYBVVVVVVVVVRRV111111111111111111111111000000000001111111000000000000000
0000000000000V VVVYVVVVVRVRRVVVRVRVA11111111111111111111111110000000000001111111111111111100000
0000000000000000VVVVVVVVVYVVVVVRRRVVVRVVRV111111111111111111111110000000000010000111111111111111111111



0000000000000V VVVVVVVVVVYBVVLVLVROVYYBBLVLYRBLVRYBOBLVBYBRVLYLBRVLYBOBRVLYBOVVVLBRBLYBYBRBLYBOBLVD
0000000000000V
0000000000000V VVVVVVVLVVYVYVLVLVBOVYYBBRVLYRBLVRVBOBRVVYBYVLVRBRNVYBOBRVLYBOVVVLBRVLYBYBRVLYBBBLVD
0000000000000V VVVVVVVVVVYBYVLVVVBOVLYBBLVLYRBRVRYBONLVVYBRVLVLBRVLYBYBRVLYBOVVVLVBRBLYBYBRVLYBOBLVD
0000000000000V VVVVVVVYVVYBVVLVLVROVLYBBLVLYRBRVRYBOBLVVYBRVLVLBRVLYBYBRVLYBOVVVLBRBLYBYBRVBYBBBLVD
0000000000000V
0000000000000V VVVVVVVVVVYBVVLVLVBOVLYBBRVLYRBLVRVBOBRVVYBRVLVRBRVLYBYBRVLYBOVVVLVBBBLYBYBRBLYBOBLVD
0000000000000V VVVVVVVVVVYVVVLVLVROVVYBBLVLYRBRVRVBOBLVVYBRVLVLVBRVLYBVBRVLYBONVVLVBBBLYBYBRBLYBOBRVD
0000000000000V
0000000000000V VVVVVVVYVVYVYVVVVVROVVYBRLVLYBBRVRYBOBLVVYBRVLYLVBRVLYBYBRVLYBOVVVLVBRBLYBYBRVLYBBBLVD
0000000000000V
0000000000000V VVVVVVVVVVYBYVLVLVBOVVYBYRLVLYRBRVRYBYBRVBYBRVLYLVBRVVYBYBRVLYBOVVVLVBRBLYBYBRBBYBBBLVD
0000000000000V YVVYVVVVVLVBOVVYBRLVLYBBRVRVBOBLVVYBRVLYRBRVVYBYBRVLYBONVVLBBBLYBYBRVRYBVBRVD
00000000000000000000000000000000000001111111111111111111111111111110000000000000000110000000000C0VB00
0000000000000000000000000000000000000011111111111111111111111110000000000000000000VA10000000VVVVBYBLVD
0000000000000000000000000000000000000001111111111111111111111110000000000000000VVVLOVBCVLVVVVRVBLYD
00000000000000000000000000VVVVVVBVVVVVVVVVN111111111111111111111100000000000000VVLOVBCVCVVVVVRYBLYD
00000000000000000000000000VVVVVVBVVVVVVVVVN11111111111111111111111111000000000000000VVVVCVVVRBYBLD
00000000000000000000000000VVVVVVBVVVVVVVRVR011111111111111111111110001000000000000C0VBVVCVVVVRVBLD
0000000000000000000000000VVVVVVVBVVVVVVVVVNA111111111111111111111000000000000000VLVVBVVCVVVVRYBLYD
0000000000000000000000000VVVVVVVBVVVVVVVVVRRV1111111111111111111100000000000000VVCVVBVVLVVVVVBBVBLYD
0000000000000000000000000VVVVVVVBVVVVVVVVVRRV1111111111111111100000000000000CVVVVVLOVBVVBRVVLVRBYBLYD
0000000000000000000000000VVVVVVVBVVVVVVVVVRRV1111111111111111110000000000000000111100000000000VC0VB000
0000000000000000000000000VVVVVVYBVVVVVVVVVRRV111111111111111111111111000000000001111111000000000000000
0000000000000V VVVYVVVVVRVRRVVVRVRVA11111111111111111111111110000000000001111111111111111100000
0000000000000000VVVVVVVVVYVVVVVRRRVVVRVVRV111111111111111111111110000000000010000111111111111111111111



Full-Disk Encryption



Encryption at Rest



0000000000000000000000000000000000000001111111111111111111111111111111110000011111111111110000000000000
0000000000000000000000000000000000000001111111111111111111111111110111000000000011111111100000000000000
0000000000000000000000000000000000000001111111111111111111111111111111100000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111111000000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111100000000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111111000000000000111111100000000000000
0000000000000000000000000000000000000011111111111111111111111111111111111111000000111111000000000000000
0000000000000000000000000000000000000011111111111111111111111111011111111111111000011110000000000000000
0000000000000000000000000000000000000001111111111111111111111111600111111111111100011110000000000000000
00000000000000000000000000000000V0VV0V1111111111111111111111111000011111111110000011100000000000000000
00000000000000000000000000000000000011111000011111111111111111100000000000000000000111000000000000V0000
000000000000000000000000000000000000111110001111111111111111111000000000000000000VVV0100000VVVVBCVBLD
00000000000000000000000000000000000011111111111111111111111111111100000000000000000000010000000C0VB00
00000000000000000000000000000000000001111111111111111111111111111110000000000000000110000000000C0VB00
0000000000000000000000000000000000000011111111111111111111111110000000000000000000VA10000000VVVVBYBLVD
0000000000000000000000000000000000000001111111111111111111111110000000000000000VVVLOVBCVLVVVVRVBLYD
00000000000000000000000000VVVVVVBVVVVVVVVVN111111111111111111111100000000000000VVLOVBCVCVVVVVRYBLYD
00000000000000000000000000VVVVVVBVVVVVVVVVN11111111111111111111111111000000000000000VVVVCVVVRBYBLD
00000000000000000000000000VVVVVVBVVVVVVVRVR011111111111111111111110001000000000000C0VBVVCVVVVRVBLD
0000000000000000000000000VVVVVVVBVVVVVVVVVNA111111111111111111111000000000000000VLVVBVVCVVVVRYBLYD
0000000000000000000000000VVVVVVVBVVVVVVVVVRRV1111111111111111111100000000000000VVCVVBVVLVVVVVBBVBLYD
0000000000000000000000000VVVVVVVBVVVVVVVVVRRV1111111111111111100000000000000CVVVVVLOVBVVBRVVLVRBYBLYD
0000000000000000000000000VVVVVVVBVVVVVVVVVRRV1111111111111111110000000000000000111100000000000VC0VB000
0000000000000000000000000VVVVVVYBVVVVVVVVVRRV111111111111111111111111000000000001111111000000000000000
00000000000000000000000000VVVV0VRVVVVVVVVVN11111111111111111111111110000000000001111111111111111100000
00000000000000000000000000000000VVVVVVVVVRV111111111111111111111110000000000010000111111111111111111111
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