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favorites



IMDb
imdb.com/interfaces

https://www.imdb.com/interfaces


shows





PRIMARY KEY

FOREIGN KEY



JOIN

...



JOIN

...



JOIN

...



indexes



CREATE INDEX name ON table (column, ...);



B-trees





CREATE TABLE table (column type, ...);



BLOB

INTEGER

NUMERIC

REAL

TEXT



BLOB

INTEGER

  smallint

  integer

  bigint

NUMERIC

REAL

TEXT



BLOB

INTEGER

NUMERIC

REAL

  real

  double precision

TEXT



BLOB

INTEGER

NUMERIC

  boolean

  date

  datetime

  numeric(scale,precision)

  time

  timestamp

REAL

TEXT



BLOB

INTEGER

NUMERIC

REAL

TEXT

  char(n)

  varchar(n)

  text



PRIMARY KEY

FOREIGN KEY

UNIQUE

INDEX



AUTOINCREMENT

NOT NULL



Customers
● ...



race conditions





likes = SELECT likes FROM posts WHERE id = 123

UPDATE posts SET likes = likes + 1 WHERE id = 123



BEGIN TRANSACTION

COMMIT

ROLLBACK



BEGIN TRANSACTION

likes = SELECT likes FROM posts WHERE id = 123

UPDATE posts SET likes = likes + 1 WHERE id = 123

COMMIT



SQL injection attacks







SELECT * FROM users

WHERE username = '{username}' 

AND password = '{password}'



SELECT * FROM users

WHERE username = '{username}' 

AND password = '{password}'



SELECT * FROM users

WHERE username = 'malan@harvard.edu'--' 

AND password = '{password}'



SELECT * FROM users

WHERE username = 'malan@harvard.edu'--' 

AND password = '{password}'



SELECT * FROM users

WHERE username = 'malan@harvard.edu\'--' 

AND password = '{password}'
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