
CS50 for JDs
Privacy, Security



privacy





Netflix Prize
User ID, Movie Title, Date, Rating

100M ratings, 500K users, 18K movie titles, rating scale of 1–5

3M ratings withheld



cs50.ly/netflix

https://cs50.ly/netflix


Netflix Spilled Your Brokeback Mountain Secret, 
Lawsuit Claims



Doe v. Netflix



Robust De-anonymization of Large Datasets
(How to Break Anonymity of the Netflix Prize Dataset)



security



secure



passwords





1. guest
2. 123456
3. password
4. 12345
5. a1b2c3
6. 123456789
7. Password1
8. 1234
9. abc123

10. 12345678



brute-force attacks



http://www.youtube.com/watch?v=9R_D-zX3yP8


4-digit passcode



10 × 10 × 10 × 10



10,000



4-letter passcode



52 × 52 × 52 × 52



7,311,616



4-character passcode



94 × 94 × 94 × 94



78,074,896



8-character passcode



94 × 94 × 94 × 94 ×
94 × 94 × 94 × 94



6,095,689,385,410,816















two-factor authentication







keyloggers



SSO



password managers



1password.com
lastpass.com
...

https://www.1password.com/
https://www.lastpass.com/




hashes



forgot password?



encryption



Or fher gb qevax lbhe Binygvar.



secret-key encryption





Or fher gb qevax lbhe Binygvar.



Be sure to drink your Ovaltine.



public-key encryption





HTTPS



email







end-to-end encryption



PGP







digital signatures



VPNs



haveibeenpwned.com

http://haveibeenpwned.com/


ransomware



storage























http://www.youtube.com/watch?v=ku5x9Qj-uW4


http://www.youtube.com/watch?v=qs2mtaky1rI


http://www.youtube.com/watch?v=j4aMAO0c9kA


dban.org



http://www.youtube.com/watch?v=sQYPCPB1g3o


full-disk encryption



ransomware



viruses, worms



antivirus software



automatic updates



port scanning



firewalls



open source v. closed source



incognito mode



cookies









Join Zoom Meeting

https://zoom.us/j/XXXXXXXXXXX?pwd=YYYYYYYYYY

Meeting ID: XXX XXXX XXXX

Passcode: ZZZZZZ



Assignment 6



Office Hours



CS50 for JDs
Privacy, Security


